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Dear Mr. Chairman: 

By letter to FBI Director Mueller dated March 18, 2004, you requested responses 
to numerous questions concerning intelligence analysis and disseminanon, FBI orgarizauional, 
changes, and other matters. 


We have worked diligently to provide accurate and tharough responses to each of 
your inquines and appreciate your patience as we prepared the enclosed responses. 


Please feel free to contact me tf we may be of further assistance in responding to 
these or ather inquines. i 


Sincerely, 


Elera P. Kalisch 
Assistant Director 
Office of Congressional Affarrs 


Honorable Jose Serrano — 
Subcommittee on Commerce, Justice, State, and Judiciary 
Cammittee on Appropriations 
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ALL INFORMATION CONTAINED 


FBI Responses to Questions Posed 
By Letter Dated March 18, 2004 


1, What were the major lessons the FBI learned from SALL/Z001? 
Responses; 
The terrorist threat of today presents complex challenges Today's terromsts 


operate seamlessly across borders and continents, aided by sophisticated 
communications technologies, si ey finance their operations with elaborate 


funding schemes, and they patiently and methochcally pian and prepare their 
attacks 


To meet and defeat this threat, the FBI must have several omtical capabilities 
First, we must be intellgence-dnven. To defeat the terronsis, we unist be able to 
develop intelh xcé about their plans and use that intelligence to disrupt those 
plans. We must be global. We must continue our efforts to develop our overseas 
operations, cur ee with foreign services, and our knowledge and 
expertise about foreign cultures and our terrorist adversaries overseas. We must 
have networked information technology systems. We need the capacity to manage 
and share out informahon effechvely Finally, we niust remaim accountable under 
the Consttunon and the rule of law. We must respect civil liberties as we seek to 
protect the American people. . 


Prior to September 11, 2001, vanous wails existed that prevented the FBI fom 
shanng not only with other members of the United { States Intelligence Community 
(USIC), but wittun the FBI itself. Legal walls — real and perceived -~ prevented 
the integration of intelligence and criminal tools in.terronsm invest! gations 
c uifiural walls -- real and percerved -- continved to hamper coordination between 
he PBI, the Ct tA, and other members of the USIC. Operational wails -- real and 
ae ad — between the FBI and our partners in state and local i enforcement 
contmued to be achallenge Since the September Lith attacks, we and our 
partners have been breaking dowa each of these walls 


The legal wails between mtelligence and law enforcement operations that 
hamndii capped us before 0/1 ae been shmunated. The PATRIOT Act, the 
Attorney General's intelligence shang procedurss, and the opinion from the 
Foreign Intelligence Surv ie > Court of Review tore down the legat 
wnpediments fo coordination and information-shanng between ormmunal 
investigators and hileihgence agents We can now fally canrdinate operations 
within the Bureau and with the USIC Wecan also deploy the fill range of 
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investigative tools -- both crimimal processes like search wattamts aid grafic jury 
subpoenas and intelligence authorities like FISA wiretap warrants -- to idemnfy, 
faves shy gate, aud neutralize terronst threats. With these changes, we im the Bureau 
can finally take full operational advantage of our dual role as both a law 


efove ement and an intelugenve agency 


We ars eliminating the wail that histencaily stood between us and the CIA The 
FP] and the CIA started exchanging senior personnel in 1996, and we have 
worked hard to build on that effort. Teday, we and the CLA are mitegrated at 
virtually every level of our operations. From Director Mueller's daily meetings 
with George Tenet and with CLA offimials at his twice-daily threat briefings, to our 
joint efforts. in transnational investigat.ons, to our coordinated threat analysis at 
the Terrorist Threat sae ins enter (TIC), the FBE and the CTA have 
erhanced our uiteraction al every leve., This integration will be further enhanced 
later this ‘year when the ear s Counterterrornsm Division (CTD) collocates with 
the CLA's Counterterrorism Center (CTC) and the TTIC ata new facihty in 
Viremia. 


We have also worked hard to break down the walls that have, at times, hampered 
coordination with our 750 100 partners uy state and local iaw enforcement. We 
have more than doubled the number of Joint Terromsm Task Forces (TTF s) since 
O/LL. We have processed thousands of security clearances to permit law “ 
enforcement officers to share freely in our investigative mformation. We have 
craated and refined new information shanng systems that electronically link us 
with our domestic partners And, we have brought on an experienced polics chief 
from North Carolina te serve as our State and Loca! Law Enforcement 
Coordinater 


2. Given these lessons learned, what specific and concrete remedial measures is the FBI, 
working with Federal, State and local parters, taking to ensure that the organization has 
anhanced its capacity to prevent future such catastrophic terrorist attacks on the 
homeland? 


Since September 11, 200), the FBI has undertaken a mumber of initiatives to 
uuprove information sharing and coordinahon with our national and wntemational 
partners. We began by quickly mecreasing the number of JTTEs across the 
country, bringmg the number up from 38 to’ 84 nationwide. The JTTFs partner 
FBI personnel with Sundreds of investigators Som various federal, state, and local 
agencies and are smportant force mulupbers in the fight agamst terrorism. 


We also estabhshed a Nahona} Jomt Terrorism Task Force (NITTP) at FBI 
Headquarters (FBIM), staffed by representatives from 38 federal, state, and local 
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agencies The NITTE conducts Wasson wih the iocal ITTEs and other 
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nk pating agencies and acts as a condust for mformaton on terrorst threats and 
The mission of the NJTTF is to enhance communication, coordination, and 
eseperation by acting as the “hub" of suppert for the ]TTFs throughout the United 
tates, providing & pont of fusion for untelh gence acquired m support of 
COE spare sm (CT) operations in order to fulfill this mussion, the NITTF bas 
coordinated efforts to establish the FBI's Law Enforcement Online (LEQ) virtual 
private network as the pniraary Intemet-based information sharing piatform for ail 
law enforcement agencies tn the Urited States LEO operates in a "law 
enforcement sensitive” environment, enabling any law enforcement agency with a 
LEO account and an Internist connection ts share terronsm infomation with 
JTYEs. The NITTF is also working with LEO and the FBI's Office of Law 
Enforcentent Coordination (OLEC}) on the FBI Electrons National Alert Systern, 
which instantly notifies law enforcement of incidents that need munediate 
aitenues. This system was implemented ai October 2003 and distributes istant 
messages directly to the LEO accounts and persoual elecirome devices (e.g. 
pagers, personal digital assistants, and cell phones) of parhcipating law 
enforcement officials 


In Febrasry 2002, the FI dissemunated the first FBI Litelligence Bulletin. Since 
then, more than 120 bulletins have gone out io more than 18,000 law enforcement 
agencies and 60 Linted States Government agencies and their subcomponents, as 
wellas government agencies in the Urited Kangdom, Canada, New Zealand, anit 
Austratia. The FBiIntelhgence Bulletin is dissemmmated every Wednesday, with 

additional Special Edition Bulletins issued as curcanistances warrant through four 
— nisms” LEQ, the Nationa! Law Enforcement Telecemmunications System 
(NLETS), the National Threat Warmng System teletype, and the Regional 
Information Sharing System 


In May 2003, the Department of Homeland Security (DHS), the FBL the CLA, the 


State Department, and the Department of Defense established the TTIC io assess 
terrorism related intelligence collected domestically and abroad in order te form 


the most comprehensive possible threat picture. This summer, the TTIC, along 
with a portion of the FBI's CTD and the Director of Central Intelligence's {DC's} 
CTC, will be collocated in a singie new facility 


me ae mber 1, 2003, the FBI im conjunction with DHS, the State Department, 
membre of the USIC, stood up the Terronst Screening Center (ISG). The 
mssion of the TSC as te use information denved from the USIC and law 
onifs orcement agencies to identify known or suspected terrorists who have 
particular interactions with United States authonties, sach as being pulled over 
dunng routine traffic stops, bemeg sersencd whde attempung to enter the United 
States, or applying for a visa.overseas. The TSC will consolidate unclass: fed 
ydentifiers from United States Government terronst databdses and provide 24/7 
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operational support for thousands of federal, state, anc local screeners across the 
country and around the warld. The TSC will ensure that government 
investigators, screeners, and agents are working off the same unified, 
comprehensive set of anti-terrorist mformation, and that they have access to 
mformation and expertise that will allow ther to act quickly when a suspected. 
tecromst 1s screened er stopped. In ny first two-and-a-half months of oo fon, 
the isis received 1,848 calls from state, federal, and focal a enforcement 
personnel, based on potential matches with known terrorisis.. Thus rete im the 
pst ve ks dene fication of 740 mdiiduals, some of ees have beech apprehended 


dsome af whom have | been developed as informants or subjected to 
survenianees. On March 11, 2004, the TSC began usin a he Terrorist Screening 


Database (TSDB) The TSDB is the result of TSC's efforts to consohdate 
disparate mformation currently held by multiple agencies and used in different 
ways.into one unclassified law enforcement sensitive database that contains 

identi fang information regarding known or suspected terronsts. The TSDB 
serves a single purpose -- to help identify aru detain potential terrorists in order to 
prevent fliture terrorist attacks. 


On December 3, 2003, the FB! cies the OLEC to ages the FBI's 
cooperation and substantive relatio hips with jis state and local law enforcement 


counterparts. The OLEC, which 1s run bya former ee oF Police, also has 
liaison respousibihtes with the White House Homeland Security Council = = 


In addition, the FBE has moved to enhance the capabilities of its international 
Legal Attaché (Legat} ofiices. In the aftermath of the September 11 attacks, and 
throughout the following year, FBI Legats facilitated the ramd deployment of 
approximately 700 PBI personnel overseas Last yar, FBI Legats handled 
approximately 53,000 leads. The FBI's Legat program curently consists of 46 
offices around the world, and new offices have been opened or are projected to 
open in the followimg locations’ Abu Dhabt, United Arab Emnrates; Kuala 
Lumpur, Malaysia: Sansa, Yemen; Tbiks:, Georgia; and Tums, Tunisia. fo 
addinon, the FBI is reviewing the possiilty of estabhshing sub-officas of three 
existing Legats in Bonn, Germany (Legat Berlin}; Milan, Italy (Legat Rome); 
and Toronto, Canada (Legat Ottawa). The Legats in Amman, Islathabad, Manila, 
Ottawa, Rryadh, and Cairo are bemeg augmented with additional personnel. 


Improved Analytical and Intelligence Capabilities 


In October 2001, the FBI established a College of Analytical Studies (CAS) in 
order.to provide training for sii FBI analytical. support pe rsonnel. The curmculum. 
was developed with the recommiendations and participation of the CLA, the Joint 
Mihtary Intelligence Coliege, and pnvate ecucational msututions. The e framing 
includes baste and advanced courses at Quantico, as well as CLA courses, Last 
year, more than: 900 analysis completed six-week traming courses, This traning, 
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By one 2002, the PBT had established an — sane Program and hag 
"tbe up" its Office of Intelligence (OD, ied by an Execanve Assistant Director 
for Inteligence. The Ol is staffed by FBi and CLA pain who axarmine 
mteliigence and ensure it is shared within the FBI, among JTTFs, and with TTIC 
and the restof the USIC. In addition, the OF designs and manages a neh-level 
daily ytelligence product for the Director and other key FBI executrves. This 
sroduct helps le the Director for his daily briefings of the President and the 
Axtormey General in the period irom October 2002 to September 2003, the FBI 
produced 2,425 Intelhgence Reports. 


The FBI has always operated as both a law enforcement and an intelligence 
agency based on its daal mission to investigate and arrest the perpetrators of 
completed crimes (the "law enforcement mission") and to collect intelhgence that 
will help prevent future crimes and assist policy makers in their decision making 
(the “unteliigence mission”). History has shown that the FRY is mast effective in. 
protecting the Umied States when it performs these two missions in tandem 


Revised Training Curriculum for New Agents Ss 


The FRI has expanded the integration of CT and counterinteligence (CI) traamng 
into every facet of New Agents trainmg Since September 11, 2001, an an additional 
32 hours of CT and CY trang have been added to the curriculum, for « total of 
53 hours. Last year, a number of additional in-service courses were offered, 
inciading: Basic International Terrorism Operations, Basic Analyst School, 
Advanced Analytical courses, and CT Management for field supervisors. in 
addinon, all FRI field offices provide eight hours of CT awarenses training 


Enhanced Language Translation Capability 


The FBI's approximately 1,200 translators are stationed across 32 Held offices and 
Headguarters, and are now connected via secure networks that allow a translator 
in-one FBI office to work on projects for any other office Since the beginning of 
FY 2001, the FBI has recruited and processed more than 30,000 translator 
applicants. These efforts have resulted in the addition of nearly 700 new Linguists 
with a “Top Secret” security clearance 

in addison, shortly after September 11, 2001, the PRI formed a Language 
Services Translation Center:to act ag a “commniand and contirol’center to coordmaté 
translator assignments and maxumize its capacity to render ummediate transiation 
assistance On Febmiary 11, 2003, in accordance with the USA PATRIOT Act, 
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the Director of the CLA established the National Virtual Translation Center and 
designated the FJ as rts Executive Agent. Like the Language Services 
Transiation Center, this Center acts as a clearinghouse to provide hmely 
transiations for USIC agencies. 


Increased Foreign Intelligence Surveillance Act (BISA) Collection 


FISA coverage has increased significantly since Septernber 11, 2001, reflecting 
both the FBI's ucreased focus on CT and Cl nvestigations and improvemient in 
the operation of the FISA process. From 2001 to 2003, the number of FISA 
apobcations fled annually with the Foreign Intelligence Surveillance Court 
mcreased by 85 percent. The FISA Court's granting of such FISAs has helped the 
FBI investigate terronst networks and operations and disrupt terronst plots. In 
addition, the USA PATRIOT Act made anamber of smportant changes to FISA. 
procedures that have assisted the FBI's CT efforts. The most important of these 
was the dismantling of many of the walls between criminal and intelligence 
operations, This has given the FBI the ability to coordinate its. intelligence and 
criminal investigations and to use the fall range of investigative tools against 
suspécted terrorists. 


For example, on the intelligence side of an investigation, the FBI can: conduct 
surveillance on a suspected terrorist ts learn about his movements and to identify 
possible confederates, obtain FISA authority to monitor his conversations, and/or 
approach and attempt to cultivate hmm as ¢-source or an operational asset. On the 
criminal side, the FBI now has the option of incapacitating the suspect through 
atrest, detention, and prosecution. Lowerng the wall allows the FEE to 
continuously balance the opportunity to develop intelligence agamst the need to 
apprehend the suspect and prevent hum irom carrying out his terrorist plans. This. 
wniiegrated approach has allowed the FBI to foil terronst plots fom Seattle, 
Washington, to Detroit, Michigan, to Lackawanna, New York. 


Specialized New CT Units 


Ou. September 11, 2001, the PBI established the CT Watch Limt (then called the 
"Beecutive Watch") as the FAPs 24-hour central clearmghouse for terrorist threats 
and actionable mtelhgencs, As the FBI's "Threat Central," CT Watch is the focal 
point for the receipt, preliminary analysis, and immediate assignment for action of 
ali ierrorism threats It ensures that all FBI Freld Offices and Legats, all relevant 
government leaders and agencies, all ITTFs, and all state and local law 
enforcement agencies receive timely notlication of terronst threats. CT Watch us 
also responsible for produemy several daily publications, including: 


- The Director's Daily Briefing Bonk, which contains a daily update on all 
significant threat mformation and current terramsm investigations 
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The FRI Daily CTU which contains a summary of significant 


ongarie ar very recent incidents that ruay be terrorism related. 


- The Daily Intelligence Summary, which contains.a daily update of 
significant mtelligence collected concerning terrorist operations. 


The FBI also established the Terrorist Financimg Operations Section (TFOS), 


which is devoted entirely to the financial aspects of terrorism investigations. 
TFOS has focused on information shatng and the abilities of the ITTPs and 
Cerimir ial lavestigative waite an the field to identiiy, predict, and prevent future 
criminal enierprises. In cooperation with the financial services industry, the FBI 
has frozen more than $172 milton in financial asseta fom orgarazations that 


support terrorist. 


In early 2002, the PBI created “Flying Squads" te provide rapid, highly mobile 
support for terrorism investigations around the globe. These teams have expertise 
wi CT, FISA requirements, foreign languages, and inteiligence analysis, as well as 
specialized knowledge of al Qaeda and familiarity with the USIC. 


fn Desernber 2092, the FBI estabhshed the Communications Exploitation Section, 
which analyzes terrorist electronic and telephone communications and identifies 
terrorist associations and networks. The following month, we established the 
Document Exploration Vax, which wdentifes and disseminates intelligence 
gleansd from millions of pages of documents and computer data seized overseas 
by intelligence agencies. 


Restructuring of CTD Branches 


Tnorder to improve our ability to address the terrorist threat, CTD has heen 
restmuctured. The basic siructure and the recent changes designed to make CTD 
more effective in this mission follow 


CTD is compnsed- of three Branches: CT Onerations, CT Analysis, and 
Operational Support. 


CT Operations Braneh 


The CT Operations Branch supports, cocrdinates, and manages terrorism=related 
investigations This Branch is comprised of four sections. 


- Ths International Terrorism Operations Section [ supports, coordinates, ard 
provides oversight of FBI international CT operations related to al C Sacda and 
other Sunn: extremist groups. 


MISC. REQ. #53 Oo000anT4 


euenee Meexéwin ee oie ee Gee eee 


The International Terromsm Cperaions 6 Section HW supports, coordinates, and 
provides oversight of FBI intemational CT operations related to other groups, 
such as Hizballah, HAMAS, and Palestinian islamic Jihad, as well as the terrorist 
threat from state sponsors of terrorism. 


The Domestic Terrorism Weapons of Mass Destruction Operations Séction 
supparis, coordinates, and provides oversight of PBI domestic CT operations, 
inchiding atumal nghts extremists and eco-terrorists In addition, this Section's 
Special Events Unit plays a major role in planning, coordinanng, and managing 
support to fleld offices charged wu CT responsibilities for special events such as 
the Super Bowl, the Olympic Games, and the Republican and Democratic 
Nahonal Conventions. 


The Terrorism Renorts and Reeurernents Section (TRRS) oversees the 
disseminanon of raw intelligence reports and implements policies and procedure 
established by the OL. Since iis ception in 2002, TRRS has disseminated more 
than 2.800 intelligence information reports to members of the intelligence, nolrey, 
and law enforcement communities. When possible, these reports have besn 
produced at the unclassified level in te order to allow rapid information shanng 
with atate and local security enhises 


Operational Support Branch 


‘The Operational Support Branch is comprised of three sections: National Threat 
Center Section, CT Operational Response Section, and Terrorist Financing 
Operations Section The National Threat Center and CT Operational Response 
Sections have been reorganized to better accomplish CTD's mussion. 


- The National Threat Center Section administers CT Watch, which is discussed 
above, 48 well as four other units relating to threat management. 


1. The Threat Monitoring Unit (TMU) supports the FBI's operational role 
in defending the United States from the threat of terrorism by receiving, assessing, 
and dissemnating threat information end information regarding SUSPICIOUS 
activities in coryunction with FBIHQ, FBI Field Offices, Legats, and the USIC, 
Each month, the TMU processes approximately 1,000 threat and SUSPICIOUS 
activity referrals fom various federal. state, and local governmental and law 
enforcement agencies, ensumng that the appropriate PBI units, ITTF s, and other 
government agencies are expeditiously apprized of the threal information. In 
addition, more than 2,700 sigmificant threat and suspicions activity reports have 
heen recorded mto a searchable database of TMV threats. 


2. The Public Access Cenigr Unit (PACU) provides the public with safe, 
feliabis. and effective avenues to report information regarding terrorist. and other 
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onminal activity te the FBI via the Internet and a toli-free telephone bothne The 
PACU) which recetves and disseminates approximately 100 threat leads per 
month, also analyzes and processes this information for FRI investigative and 
rotelligence purposes and for dissemunation to appropriate federal, state, local, and 
international organizations The FBLand DHS developed a 120-day pilot program 
in which the FBI wil route all DHS web site typ information to the FAI tip web 
site for procesang by the PACU. The PACU will then provide DHS wath the 
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ability to view and track the work flow related to these trps in real-tame and to 
receive unmediate notification when the FRI requests assistance trom its field 
offices 


3. The Lerrorst Wateh and Warning Unit (TW WU} provides current 
terronst-relaled intel gence mformation and analysis to a broad spectrum of users 
through the FBI's Intelligence Bulletin discuased above In addition, the TWWU 
produces Special Event Threat Assessments that provide localized strategic threat 
analysis for field offices and local law enforcement agencies hosting large-scale 
special events such as the Saper Bow!, New Year's Eve festivities, and the 
President's State of the Union address. The TWWU has disseminated aver 140 
Special Event Threat Assessments and updates The TWWU is also responsible 
for the FBI's Terronst Watch List (TWL), which 1s available ta nationwide law 
enforcement through the National Crime Information Center. The TWL contains 
names of current subjects. of FBI CT investigations 


4. The Stratesic Information and Operations Center (SEOC) is primarily 
an adrunistrative unit which supports the flow of information among the various 
FBI utats and between the FBI and outside agencies. Information conceming 
significant mcidents and case updates is communicated to SIOC via telephone, 
e-mail, and fax, and is immediately routed by the SIOC staff to the appropnate 
auiside agencies, FBIHQ Units, FBI Field Offices and/or Legats, STOC also 
disseminates NUETS messages to government agencies throughout the U.S. and 
publishes the “SiOC Mormung Report,“ a datly summary of pertinent intelligence 
arncles from the FBI and other USIC elements, which is distnbuted to PRI Preld 
Offices and te JTTP members across the country. 


» The CT Operanonal Response Section lends. critica! support im tres areas: 
. 3 . 


supporting the NJTTF, coordinating deployment of the Headquarters-based Flying 


Sguaids and the field office-based Rapid Deployment Teams, and conducting 
haison with the Department of Defense Qneludiig the management of FBI 
personnel working with the nuitary in Guantaname Bay, Cuba, and m 
Afghanistan). 
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Cl Analysis Branch 


The CP Analysis Branch oversees the bulk of CTD's intelbgence functions, 
including analysis, evidence exploitation, and the preparation and dissemunation 


of finished intelligence products and bnefing matenals. The CT Analysis Branch 
operates with the guidance and oversight of the FBI's OL and 1s a vstal part of the 
FBI's enterprise-wide witelligence prograra. This Branch 1s comprised af two 
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sections: 


- The CT Anaivsis Section inclades five units whose areas of focus mirror thase 


CT operations, these units examine the composition, activities, tradecraf, 
ideology, and inkages of terronst prouus, and they assess terronst activities and 
threats m order to assist FB managers in making decisions about deployments 
and the allocation of resources. 


information denved from the fall range of media. This Section 1s an essential 
participant m the National Document Exploitation Center process, 


3. In what time frame will these changes be implemented? 


Response: 


The changes outlined above have been umplemented. With the FBI CTD"s 
relocation with TTIC and components of the CIA m the summer of 2004, the 
FBI's reorgamzation will be nearly complete. 


$. How would you assess yeur progress thus far? 


Winle the FBI still has much work to do, the Bureau is moving forward steadily 
and yn the rmeht direction. Working with our partners im the United States arid 
abroad, we have disrupted and detained supporters of al Gaeda from Lackawanna, 
New York, to Portland, Oregon; we have participated an the detention of much of 


al Qaeda's Jeadership, and we have se:zed millions of dollars m terrorist fmancmeg. 


With the recent creation ofan intelligence agent career track and the 
umplementation of administrative reforms related te building an intelligence 
workforce, the FBI has ii piace the essential structural elements of an 
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intelhgence-drven CT operation The challenge now is to refine and coutmuae to 
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develop that operation ~ an effort that will require resources, continued attention 
by ae leadership, and ccmstant trainmng of FBI personne! wn inteilgence processes 
d objectives 


While the FBI has clearly made substantial progress over the past2 2 1/2 years, 318 
difficult to measure with precision the current effectiveneas ofits CT efforts 
Besides cating the absence of successful attacks on the homeland since Septermber 
L1, 2001, there is no single measure that compictely captures the progress made. 
There are several yardsticks, however that demonstrate the effectiveness of the 
sore functions of a CT Program. These yardsticks include, and show progress 1n, 
the followme areas: 


Development of human assets 
Number of FISAs 

Quality of daily briefings 
Effectiveness of CT operations 
Continued protection of civil berties 
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Success Stories 


OF course, the miost umportant aspect of all of these changes and reorgamzationgs is 
the degree to whuch they have aided the FBI in disrupting and destroying terrorist 
threats. Shee area few of the FBI's success stores. 


The Lackawanna Six 
On September 13, 2002, the FBI arrested five United States citizens near Buffalo, 


New York (Sakim Alwan, Faysal Gaiab, Yahya Goba, Shafal Mosed, and Vase 
Taher), charging them with "providing, attempting to provide, and conspimng to 
provide material support and resources to a designated foreign terrorist 
orgarzation.” In adchtion, Mukhtar Albakn, also a United States citizen, was 
rendered from Bahrain to the United States pursuant to an arrest warrant on the 
same charges All six individuals were indicted on these charges on October 21, 
2002 ‘The arrests and indictments were based on information indicating that these 
individuals traveled to an al Qaeda training camp in Afghanistan in the springs 
summer of 2001, where they reserved nulitary traming and were visited by Usama 
Bin Laden, All six subjects pled guilty to terrorst-related charges and received 
prison aentences ranging between seven and ten years. These subjects are also 
cooperahng with ongoing terrorist my ‘estigahions and have provuied si gnificant 
infermakon 


Bensvolsnce International Foundation 
Ensam Amout was the Executive Director of the Benevolence International 
Foundation (BIF} BIF was a Chicago, Hlmois-based charity long recognized by 
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the IRS as a non-profit orgamzation. The group's purpose a aT PUGS 
objectives were, ostensibly, io proviule humarutanan relief aid. However, the 
reciprents of the "humanitarian ard” were ultumately revealed to. be terromst 
groups, including Al-Qaeda Amiout wae indicted mm pee er 2 1000 The 
indictment desenbed a multinanonal cnminal enterprise that, for at least as 
decade, used chartable donations from unwitting Mushm-Americans, non- 
Muslims, ami corporatnirs to covertly support Al-Qaeda, the Chechen 
Mujahideen, and armed violence in Bosnia. The indictment alleged thet BIF was 
aperated as a cnmunal enterprise that engaged mn a pattern of racketeering activity 
Tn addition to fisid-raiging, the group acted as a condiat through which other 
material support was provided to futther the violent activities of the muy: ahideen 
and other terronet! organiz zations. Amout ultimately pled guilty to a materal- 
support based racketeering conspiracy violation and aduntted that donors to BIF 
were m a into behevine ther donations w ard: support peasefal causes when, 1. 


fact, funds were expended to support violence Overseas, 


om Portland, Oreson 
ni October 3, 2002, stx individuals were indicted on federal charges in the. 
4 strict of Oregon. The six (Ahmed Bilal, his brother, Mohammad Bilal, Habes 
Al Saoub, Patnce Ford, Jeffrey Battle, and October Lewis) were charged with 
conspiracy to levy war agamst the Druted States, conspiracy to provide material 
support and resources to a terrorist organization, conspiracy to contribute SETVICES 
to al Qaeda and the Taliban, and mosaessins firearms im furtherance of crimes of 
viclenes. The following day, Battle, Ford, and Lewis were arrested in Portland 
and Muhammad Bula was arrested in Detroit. Several days later, Ahmed Bilal. 
was apprehended in Malaysia and returned fo the United States. With the 
exception of Ai-Saoub, these subjects have pled guilty to terromsm related and 
money laundenng charges and have recerved federal sentences ranging from three 
to eighteen years The only subject who has not heen brought to pustice, Al Saoub, 
is beheved to have been killed in Palustan by Pakistani military authorities 


Earnest James Uhamima 
On July 22, 2002, Eames: James Ujamimia, aka Bilal Ahmed, was arrested on a 
yaterial witness warrant. Ahined is suspected of bemg involved in a terronst 
training facility im Bly, Oregon, and providing other material support to terromsm 
On August 28, 2002, he was indicted on charges of conspiracy to provide material 
support and resources to a terrorist organization and possessing Arearms in 
furtherance of a cnme of violence. de Ahmed is an Amencan-born Mushim 
convert who has worked for and provided services to Abu Hamza al-Masn. These 
services. molided taking neat to 6 the Tahiben pnorto United States action m 
Afghanistan, as well as introducing a current Guantanamo Bay detaines to 
wdividuals at al Qaeda tramme camps. in Afghanistan, enabling their 
mameulation inte-a terror ramme camp. Abmed was under investigation based 
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on. information that he (on behalfot the Beyptiao-bom Sheikh Abu Hamza al- 
Masri of the Pinsbury Park Mosque in London} provided material support to 
terrorism by attempting to establish a ‘raming camp im southern Oregon, pursuant 
to Rarnza’s fihad recruriing peeaa and served as Hamza’s representative for the 
delivery of cash, camputer hardware and sofpvare, and at least one combatant to 
Taliban and al Qaeda act’ ties inside Afghamstan. U jyarama has pled guilty to 
terrorisni-related charges and has received a two-year sentence. This 
investigation, coupled with Ujamma’s cooperation, Has provided a wealth of 
intelhgence with respect to additigna, terronst targets, which ps beme pursued 
aueressively 


Roly Land Foundation 
The Holy Land Foundation for Relief and Development (HLF) 1s stered asa 
nonprofit hurnanitarian organization that has conducted fund-r ajeing: ac activites in 
the United States. In December 2001, the Department of Treasury's Office of 
‘orergn Assets Control designated HLF as a Specially Designated Terrorist (SDT) 
based on information that HLF provided matenal support te HAMAS. InfoUVom, 
acomputer company and Internet Service Provider closely associated with HLA, is 
being investigated for providing material support to terronsm and for making 
ilegal shipments to state sponsors of terrorism In violation of the International, 
apes ency Economic Powers. Act. As aresalt of a superceding indictment 

elated to the InfoCom investigation, the Dallas Division arrested four suspects 

6 had been indicted on money laundenne, conspiracy, and terrorist support 

Les Two additional suspects were also indicted, however, they are in fugitive 

anus and remiam at large. The four indwiduals arrested on these charges are 
expected to go to tnal in the immediate fiiture. [tis amportant to note that one of 
the fugitives is Mousa Marzook, allegedly a Depety Head of the HAMAS 
Polttreal Burean and an SDT 


a Yr} 
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Jewish Defense League 
Investigation by the Las Angeles JTTF revealed that Irving Rubin and Earl Kruge! 
were achve members of the Jewish Defense League, a known violent extremist 
Jewnsh Organization. A Cooperating Witness reported statements made by Rubin 
and Krugel indicating a plan to attack the Islamic Muslim Public Affairs Councul 
QMPAC) office in Los Angeles or possibly the Califorma office of United States 
Congressman Darrell issa, Statements made by Kruger indicated the motivation 
for the attack was to serve as a "wake wy call" to the Musiim Community, Rub 
and Krugel were arrested by members of the Los Angeles JTTF for conspuing to 
build and place an improvised explosive device at the IMPAC office. Irving Rubin 
committed suicide and Earl Kragel's charges are pending 


Ahmad Omar Saeed Shek 


SSS 
Daniel Pearl, South Asia Bureau Chief for the Wail Srreet Journal, was kndnaped 


in Pakistan on January 23, 2002, and subsequently murdered. The Newark Preld 


ey 
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Office assumed the investigation dus tothe fact that the kidnaping was 
perpetrated via untemet email through the Dow Jones/Wall Street oun mial's 
curnputer server aystem, which is located in South Brunswick, New Jersey As& 
result of exceptional mtermational law enforcement and USIC cooperation, Alimad 
Omar Saeed Sherk, ¢ Brinsh rational and [siamic radical, was apprehended im 

Pakistan m early February 2002. As a result of mvestigative work into the source 
of the e-mailed ransom commumeations, three other Pakistam nationals B Fahad 
Naseem, Salman Saqib, and Sheik Mohamed Adee! B were also apprehended. All 
four were charged and convicted sas Pakistam law for Pearl's abduction and 
murdér. Sheik was sentenced to death by haxgimg and the other three were 
sentenced to 25 years in prison 


a ode sad 

KEK 

fone Tt ant i, ty Tsk ber ‘ mines. Sho ean oy. Vekvat 
On February 12 and 13, 2003, Jostiva Caleb Sutter and Davis Wayne Hull, 


oe 


Impenal Wizard of the White Knights of the Ku Klux Klan, were arrested on a 
range of charges, including teaching or demonstratyng the making and use of'a 
destructwe device, selling legal weapons, and corruptly persuading a witness. 
with intent to mfluence his or her testumony. A search wartant on Phul's property 
uncovered fifteen firearms and some prpe bomb cor cue sents. Sutter pled guilty to 
weapons violations and awaits sentencing Hull was mdicted by a Federal Grand 
Jury on May 13,2003, and his matter is pending inal 


Earth Liberation Front 


Pursuant to an FBI invesbgation, John Wade, Adam Blackwell, and Aaron Linas 
pled guilty to maliciously damaging and destroying vehicies, houses, and other 
property in the Richmond, Virgima area during the suramer and fall of 2002. The 
incidents were claimed or behalf of the Earth Liberation Front, and tota! damages 
were esumated at approximately $225,000 On April 12, 2004, Aaron Linas was 
sentenced to 42 months in federal prison Wade and Blackwell await sentencing. 


5. By what qualitative and quantitative criteria is the FBI assessing its performance on 
inteigence reform? 


The FBI has launched a mult:-pronged etfort to measure progress on intelligence 
tefOrm This effort mcludes the creation of bunary metnes (has an objective been 
achieved or noti, quabtatrve measures that evaluate more abstract objectives (such 
as customer sanefaction and employee morale), and quantitative measures that 
provide statistical evahapon of performance (such as the number of mtelugence 
yeqinrements met and the mumber of new sources develc loped). These metrics have 
been published ya the FBI's "Strategic. Direction" Concept of Operations 
(CONOPS) as follows. 


lé 
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Intethgence Patsy Success Metrics. 


Production and chssemination of policy manual 

Elimination of redundant pohcy documents 
Product and dissemunation of standards for intelhgence products 
Percentage of mtelligence products meeting standar ds 
Intethgence Process Metmnics 
Percentage of identified mtelhgence requirements met and gaps Riled 
Estabhshment of a Field Intelligence Group (FIG) in every Held office 
Establishment of mntelligence-based targeting and source development in each 

office 

Development and mainienance of Intelligence Collection Capabs hty Baselin 
Development and maintenance of intelhgence analyst capability 


Threat-based Management Suocess Metrics. 


Production and maintenance of an FBI threat forecast 
Percentage of intelligence-driven investigations 
Workforce experience, education, and demographics 
Capability Matunty Model for Human Talent 
Capability Matunty Model for analytic tools 
Budget impact madet for assigning value to squrces 


Custorner Service Metrics. 


Percentage of Products dissemmated and at what classification level 
Percentage of products disseminated for each National Tate gence Prionty 
Analysis of customer feedback responses 


In addition to the above, the Ol and the Inspection Division have partnered to 
create an intelligence inspection checklist for use minspectons The Inspection 
Division has also developed a series of performance metrics for the 
implementation of the intelligencs program in each mvesingative division. 
Finaily, the FBI is considenng the mclusion of two mtelligence-related entical 

elements in the performance reviews of each FRI agent. Those elements specify’ 
the development of sources and the production of intelligence as tri tical 
performance critena for agents. 


6. Are you modeling vour intelligence reform efforts on the intelligence of the Central 
Intelligence Agency, Department of Defense, or some other U S. Intelligence Community 
entity? 


ea 
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The FBI has modeled ts intelhgence program on the tradihonal intelligence cycle 
used by all intelligence enhties, including those identified im the question. 
Through the intelligence cycle: 1) inieliigence information pmorities are identified 
by natronal-levei officials, 2) collection strategies are developed by analysts and 
commnumeated to collectors, who then collect the information by developing 
apprdpriate sources, 3) the analysis and evaluation of collected inteiligence 1s 
converted into intelligence products, 4) mtelligence products are disserninated to 
vansumers inside and outside the FBI, and 5} a feedback mechanism is created to 
provide collectors, analysts, and collection strategy developers with consumers’ 
evaluations of intelligence value. To ensure uniform implementation of these 
processes, the OJ led an FBI-wide effort m 2003 to develop and promulgate a 
CONOPS foreach process. In addition, the FBU has developed implementation 
plans for each CONOPS and implementation is tracked through a master 
schedule. 


While the intelligerice cycle outlined above is common to all imelligence entities, 
the mechanisms by which it isumplemenied are tailored to the overall missions of 
the orgamzations in which they ars housed. The F81 has implemented the 
intelligence cycle according to four core principles: 1) the independence of the 
intelligence requirements and collection management process from operations, 

2) the mtegration of intelligence production and operations, 3) the standardization 
of mtelligence processes and policy by the OF and the execution of those processes 
and pobeies by all operational divisions, both at headquarters and m the feld, and 
4) the matnx management of all analysts, with performance rating accomplished 
by operational entities and performance review accomplished by intelligence 
entities to ensure that analyst standards are maintained 


7, Are you modeliag your reform hased on any other democratic country's internal 
intelligence service? Have you looked at the structure and operation of other such 
systems? If se, what have you concluded? 


Response: 


The FBI has studied extensively the mechanisms and structures according to 
which other democracies perform domestic mtelligence production, and has 
benefitted greatly Soma number of mdependent analyses of these structures and 
processes, most notably from the recent stady by the RAND Corporation. We 
have reached three fundarnental conclusions from our review: 1) each domestic 
melligense service is charged with performing the same basic functions, 2} each 
nation has burlt organizations io perform those functions that best leverage their 
larger federal and municipal structures, and 3) no organizational construct is 
suficientan and ofitself to elaminate "seams" in miformatran shanng. 
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In bailding our intelligence program, the FBI adopted the best practices of other 
demovratic countries. For example, from the Britesh Security Service (BSS, 
formerly MI-5) model, the FBI leamed the benefits of a single focus on 
intelligence source development, and adopted thas principle by creating 2 

‘ requirements and collechor management element midependent from the FBI's 
investigative divisions and staffed by full-time targeting analysts who dnive source 
development to fill entical inteligence gaps, The BSS relies heavily on municipal 
law enforcentent entities to collect mtellgence information on its behalf In the 
United States, state, local, and tribal law enforcement entities are also powerful 
collectors of nfonnation. The FB! has implemented its intelligence requirements 
and collection management processes in such a way that they leverage the 
capacity of our partners m law enforcement. 


law enforcement and intelligence operations, and implements this principle by 
integrating intelligence production elements in each of the FBI's operational 
divisions, both at headquarters and. the field. Following is a matnx which 
identifies some of the domesne intelligence functions discussed in the RAND 
Corporation study (and used by the FBI to guide the development of our 
intelligence program) and indicates how these functions are implemented in the 
FBI 
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8. The FBI has attempted bvice before in the past bye decades te integrate its Intelligence 
programs, The first initiative ~ also known as the Office of Intelligence - was an attempt by 
an FB] Deputy Director to integrate intelligence across the crimigal and national security 
programs ofthe FBI. It did uot achieve its desired result, and the organization was liter 
folded into the second initlative to integrate Intelligence, and particularly intelligence 
analysis, across the FBI - the formation of the Investigative Services Division (ISD). The 
{SD was disbanded shortly after the events of 9/11/2001, The Committee understands that 
the events of 9/11/2001 have dramatically increased the Importance of leveraging 
intelligence to counter ferrorism, but are there any systemic obstacles which were 
responsible for the failure of these past twa efforis that remain in place and may 
undermines existing efforts at intelligence reform? 


Response: 


These previous attempts were not without concrete achisvement and thoss who 
conceived them should be applauded for their efforts. Both of these efforts were 
launched when various walls existed that prevented the implementation of the 
vision Legal wails prevented the utegration of intelligence and enmunal tools to. 
combat terrorism. Cultural walls -- real and perceived -- between the FBI, the 
CIA, and other members of the USIC were problematic. Operational walls -~ real 
and perceived -- between FSI efforts and ioc of cur partiers in state, local, and 
intemational law enforcement were also problematic. Today those walls are 
cumime down, The USA PATRIOT Act, the revised Attorney General Guidelines, 
and a FISA Court of Review opinion tore down legal walls between mtellgence 
and law enforcement. We no Jonger need to develop p parallel intelligence and. 
crimunal cases because of restrictions on information shanng.. We have also 
improved our relationship with the CTA and other members of the USIC and are 
integrated with them at every level. Within months, the FBI's CTD, the CIA’s 
CYC, and the TTHC wil collocate We have also strengthened our relationship 
with our state, local, and tribal law enforcement parmers through the creation of 
&6 JTTFs. 


AlLof the above is not to say that we are yet where we want to be. The 
transformation of the FBI into a worttclass intelhgence organization will require 
strong leadership, hard wock, patience, time, and resources. The FBI can provide 
the leadership, hard work, and patiencs. With the support of the Comunittes, the 
FBI ts confident that we will also have the time and resources we need to achieve 
the reauits the nation requires. 
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INTELLIGENCE CYCLE 
1, The FBI is in the process of establishigg a formal intelligence cycle. In testimony before 
the Senate Judiciary Committee on July 13, the Director stated that "... the intelligence 
evele of requirements, collection, analysis, dissemination, and feedback always was and Is 
now carried out..." across the FBY. The Director also stated that the USA PATRIOT Act 
allowed the FBI"... io move from thinking about ‘intelligence as a case’ to finding 
‘intelligence in the case’....". Do you see any contradictions or synergies between the 
euthering of evidence to support legal proceedings and the collection of intelligence based 
on previously identified gaps in national intelligence to prevent terrorist attacks or 
espionage activities? 


We sce enormous synergies between the twe activities and, because of the tearing 
down ofthe walls between criminal and intelligence actwwities, the FBI is now 
able reahze those synergies. Furst, Natsonal Intelligence Requirements are 
generated based on nahonal security issues articulated by the President through 
his advisors on National Secunty and Homeland Security. The FBY’s law 
enforéement priorthes are fully represented tn those requtments and the 
Attomey General and the Director of the FBI partioipate in quarterly National 
Secunty Council Principals’ Meetings devoted to the review of intelligence 
requirements. The new Atiorey General Guidelines allow us to develop positive 
intelligence without first openmg a case, and the FISA Court of Appeals ruling 
eliminated the need to open parallel cnminal and intelligences cases and to 
aaiain a wall between them For that reason, the CTD has adopted the Model 
Counterterrorism Investigative Strategy (MCTS) in which all cases are opened as 
intelligence. cases. 


The FBI brings enormous strengths to the development of sources and the analysis 
of information precisely because of its tustory of gathenng evidence to support 
legal proceedings. Because itis accustomed to the need for witnesses and 
evidence that will withstand the ssrutmry of judicial review, the FRI brings a rigor 
and discipline to source development and analytic work that should serve as a 
model for the USIC. 


The need to protect classified information within court proceedings is sometimice 
viewed a6 a contradiction between evidence gathering are itelligence collection. 
The legal framework created by FISA and the Classified Information Procscures 
Act has for the past. 25 years successfully supported eximunal prosecutions 
involving classified information. 
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2. Ifthe starting point for the FBI's intelligence related activities remains a case, 
presumably opened due to some inimical activity, how is the FBI being proactive in 
preventing the next catastrophic terrorist attack? 


Response: 


The staring point for FBY intelligence actevities 1s the intelligence requirement, 
not the “ease " Intelligence requirements directly reflect national security 
proniies and serve as predication for the ogee of cases designed to prevent 
acts of harm to the nation. In the FBI, the “case” 1s the vehicle for organizing 

vestigative work Because the starting pomt for the FB! intelligence programm 1s 
an anueltige nce requirement, we ensure that FBI cases are opened to develop the 
information we must obtain to prevent not unly lerronst activities, but.also hostiie 
imteliigence operations, cyber attacks, and crimanal activities that would harm our 
nation. 


3. Prior to the creation of the Office of Intelligence in late 2001, could you explain how the 
intelligeace cyele worked within the FBI? For example, how would a tasking for domestic 
intelligence collection from another member of the US. Intelligence Community be 
communicated acrass the FBI, and then a respanse back to requesting party? 


Response: 
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Tn late 2001, an OL was created in CTD. This represented Siage One of the FBI's 
efforts to develop an enterprise-wide intelugence program, and focused largely on 
aligning intelligence production efforts with national priorities and deve loping 
standards for analyst traming and performance. Stage Two of our efforts focused 
on creating a robust analytic capability in CTD with the help of 25 analysts 
detailed to the FBI from the CIA. Stage Three of our efforts was the creation of | 
an FBI-wide intelhgence program to ensure uniform implementation of the 
intelligence cycie across a) investigative programs. 


Prior tp the creation of the OF in early 2003, the FBI's intelligence cycle was 
implemented in each of the mvestigative programs. Requests from other agencies 
went dhrectly to those investigative programs, often facilitated by haison officers 
at each orgamzation’s respective headquarters. Except where taskme was 
associated with a specific operational lead to one or more field offices, there wa 

no mechanism to ensure a respanse was provided to the requesting party 
Simuarly, there was no single center responsible for ensure that other mierested 
parties knew or had access to the response. Mast importantly, the requests for 
information rately crossed investigative programs and, as a consequence, the full 
breadth of FBI collection assets was not mobilized im response to the request. 
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4. How did the creation of the Office of InteHigence change this process? 
Response: 


The O1, created m 2003, leveraged the best practices of individual investigative 
dwisions to formulate a formal and well-defined process for managing 
intelligence requirements and collection which is commen to ail FBI programs. 
W é have instiiated.a formal request for mformation process that ensures that all 
requestors of rnformnation receive responses ncleding fegative responses) and are 
updated on efforts to meet their needs throughout the process. We execate that 
process through our Intelligence Requirements and Collection Management Unt 
GRCMU}, which provides asimgle pomt of entry fer all infe ormration requests. The 
TRCMIU represents the FBD on the DCPs National Intelligence Collection Board 
and ensures that USIC taskings are passed to FBI field offices through the FIGs. 
The performance of FiGs is measured by the extent to which they have heen able 
to full! intelligence reqiumrements. 


5. The Office of Intelligence’s Intelligence Requirements and Collection Management Unit 
is responsible for establishing a system for the development and fulfillment of intelligence 
collection requirements. What progress had been made in this area? 


Response: 


We have made significant progress mm this area. The IRCMU was eslablished ia 
June 2603. Since its creation, the FBI has 


# Developed a CONOPS for intel gence Reqmrements and Collection 
Management. 


@ Developed the frst FBI requirements dacuments, including one set for 
internahional terronsm and three seis for crimumal issues (allen smuggling, 
imerational organized crime, and public corruption). 


# Developed and published the FBT Intelligence Collection and Reporting 
Guidance Manual. : 


@ Developed and published an FB{ Intelligence Requirements and Collection 
Management Process Handbook. 


@ Developed and delivered Intelligence Requirements and Collection 
Management Traimng for all FBI execubves, new agents, and new analysts 


@ Completed a collection baseline that allows the FBI to detesrmme where we 
have intelligence gaps with respect te critical national sacunty neads. 
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6. What qualitative and quantitative criteria are being used to assess performance in this 
area? 


Response: 


The PRI outlmed its performance metnes for the overall intelligence program, 
including the IRCM process, in some detail in our answer io. # 5 of the "General" 
questions. Please see that response. 


_ 7. How are Internally generated intelligence collection requirements prioritized against 
those which may come ti the FBI from other U.S. Intelligence Community members? 


The FBI requirements process uses @ single priontization scheme regardless of the 
originator of the requirement, That scheme is the DCI’s National Intelligence 
Prorties Framework (NIPF). 


8. What process does the FBI use to develop its priority intelligence collectiun 
requirements? 


Response: 


Phe FBU intelligence requirements process begins with the NIPF. The FBI then 
overlays on the NIPF the investigative priorities assigned to it m order to ensure 
that unteliigence requirements for which the FBI is both the primary intelligence 
agency and the lead operational entity ars adequately reflected in our collection 
tasiangs. Using the IRCM process described above, intelligence collection 
strategies and collection taskings are then issued to all operational divisions at 
headquarters and in the field. Full-time targeting analysts in IRCMU are 
responsible for ensunng targeling strategies are developed and executed to All 
intelligence gaps 


9. Are FBI collection requirements consistent with U.S. Intelligence Community collection 
requirements? 


Response: 


gary 


Yes, PBI collection requirements are based on the DCTs NIPF. 


10. In terms of performance evahrations, what specific measures are in place that provide 
(positive, noa-inspection-related) incentives for Special Agent intelligence collectors ta 
fulfil intelligence collection requirements from both the FB] and the U.S. Intelligence 


Conmmunitv? 
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The Flas considering adding two orttical elements to the evaluation of Special 
Ageuts’ performance. The first focuses on the development of intelligence 
sources and the second on the productioa of intelligence 


11, What specific measures bas the FRI taken to improve its abllity to recruit human assets 
who may prove beneficial to preventing acis of terrorism directed agaiust the United 
States? 


Respanse: 


Since September 2091, the FBY has increased international terrorism sources by 
over 60% and domestic terrorism sources by more than 30%. We have achieved 
this success through a number of efforts, including increased trauung efforts such 
as Operation Tnpwire, which 1s designed to increase our intelligence base agamnst 
entical threats. Beginning this year, we will send Special Agent collectors to the 
CIA's 32-week case agent training course In addition, mmnan source 
development modules tram the CLA course will be added to our training programs 
this year 


ANALYSIS AND THE INTELLIGENCE CYCLE 


1. How does the FBI "know what it doesn't kaow;" in other words, what process is the FBI 
using to determine its intelligence gaps? 


Response: 


The FBI process for determining intellszence gaps begins with the NIPF, which 
systemauizes, at a figh level, the totality of United States national intelligence 
requirements. The FBI applies its capability to collect information on threats to 
these requirements statements m order to identify intelligence gaps. These 
intelhgence gaps are then used by the FBY's [RCMU to drive the ee tof 
targeting and collection strategies. Once strategies are developed, collec 

taskings are assigned to appropniate field offices Targeting and ¢ nia 
strategies are dev eloped by the IRCMU! with analysis embedded im operational 
divisions both at headquarters and im the field. 


2, Have intelligence “baseline” studies been conducted to determine what the FBI's 
inteligence universe looks like? 


Response: 
In February 2004, the FBI completed an intelligence collection baselime, which we 
call the mtelhgence capabilities survey This survey allowed us to capture ina 
24 
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single database the sum total of intelbgeace collection resources we can Srings to 
bear on. a Brven threat. 


On the analysis nde, we have baselined our knowledge of a number of terrorist 
aroups in the United States, the posture of key imtelligence se ervises in the United 
States, and a number of organized cme organizations and gauge in the Umted 
States. 


3. Which categories of FBI employees are responsible for identifying intelligence gaps? 


Response: 


All FBI employees (agents, analysts, language analysts, oe specialists) 
identify mtelligence gaps fn the course of performing ther work, The OF's 
IRCMU is responsible for managing the FBI's efforts to ‘i these saps. The 
IRCMU carries out that reaponsibility through its dedicated targeting analysts, 
whose full-time job is to “know what we know” and "know what we must know" 
to prevent harm to our nation. Together with analysts and agents in investigative 
divisions, collection strategies are developed to fill intelligence gaps Thus same 
prodesé is carried out in the Held through the FIGs, 


4. How does the FBI define “strategic” analysis, and how does it differ from the activities 
of tactical analysis, and the activities of reports officers? 


Response: 


Strategic analysis is the ability to step back and look broadly at treads. Analysts 
at this level involves an aggregation of information. Current mtelligence is . 
natrower in scope and 1s comprised of the individual meces of information that 
are analyzed in the strategic analysis process. Reports officers have a 
responsibility to report current inteiigence ina way that protects sources and 
methods, but gets current intelligence to the consumer on a iimely basis 


5, Given demands for close case analytical support and the need to rapidly disseminate 
intelligence to various consumers, do tactical analysts in the field have the time and/or the 
appropriate analytical skill sets to dedicate to intelligence gap identification, arguably a 
high-level analytical function? 


Response: 
Analysts in the field prmanfy deal with current intelhgence denved from held 
mivestigative activiues. Their mission is cntical to supplymg intelligence 
miformation that is evaluated for gaps, asi through an independent analytic 


process that is a collaborative effort between FBIHG analytical components and 


ea 
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the Gs IRCMU. The gap analysis requires us to step back fom the day-to-day 


flow of current mtelhgence and identify mtefligence collechon requirements to 


satisfy the gaps. Through collection taskings, the FB] influences the collection of 


3 


current intelligence to continue the intelligence cycle. 


6. Are strategically oriented intelligence analysts at Headquarters assuming the greatest 
respunsibility for the identification of intelligence gaps? Ifso, have thelr performance 
evalnations been adjusted to reflect this importaat analytical function? 


Response: 


Yas, FBIHO intelligence analysts assume the greatest responsibility for the 
identification of intelligence gaps, receiving valuable mput from field intelligence. 
analysts The current performance plans for intelhgence analyst positions, along 
with detailed supplemental work role gindance issued throughout the FBI in 
December 2003, do reflect this important analytic funchon. 


3. How are demands for strategic intelligence analysis at FBI Headquarters being balanced 
with the need to provide analytical support to FBI executives (briefings ete)? 


Response: 


The intelligence process 1s built on the provision of intell:gence and the resuits of 
wntelligence analysis to consumers who need it for operational, strategic, and 
pohcy décision-making. Analytic support to FBI executives, in the form of oral 
briefings and written products, isa natural outgrowth of ongoing current and 
finished sntelligence reportmeg, and we consider it a valuable part of the 
imtellgence cycle and its analytic processes. These requirements are not mutually 
exclusive, but are properly parts of balanced support for FBI Executives, which 
meludes the provision of information regarding the strategic analyte process to 
amprove decision-making 


The Ol's Strategic Analysis Umit (SAU) ts responsible for ensuring that strategic 
analysis phorites set by the Ol are executed by the strategie analysis elements of 
each of the operational divisions. Each FBI operatonal division has a robust 
strategic analytic element that carri¢s ont analyses and production accordmg to 
priorities set by the OI zach morning ai an FBi-wide intelligence production 

necting Those priorihes emanate from both the DCI’s NIPF and current 
mtelligence that requires that ut be put mn context to be filly understood ~The SAU 
produces a daily current intelkgence sammary and ensures that the imbedded 
strategic analytic units in the operational divisions produce strategic intelligence, 
but it does not itself produce strategic intelhgence. We have recently embarked 
on work related to a.series of “intelligence campai ans" aumed.at snsurmng 
continued focus.on our strategic analysis effort. 
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§. The Committee has provided the FBI with funding fer approximately 900 new analysts 
positions this year. Historically, the FBI bas had preblems with retention of analysts, 
particularly whea it atterapts te quickly absorb large numbers of analysts. How do you 
plan an hiring se many new analysts? 


Response: 


The FB has an aggressive recruitment plan, which includes a marketing 
campaign, career fairs, and a soon-to-be-implemented quick hire system ta 
expedite the application process. Applications will be reyrewed by career boards 
at FBIHO and in the Field Offices on a bi-weekly basis. To date, more than 8,000 
appheations have been received. Through a substantial dedication of resources 
and process oversight at the executive level, the FB] is committed to absorbing 
thus large number of new analyst hires As of Apnl 7, 2004, 5061 minimally 
qualified candidates had been referred to the 56 field offices for selection to fill 
authorized vacancies through the career board process. FBIHQ divisions have 
besn provided 1210 minunally qualified candidates from which they may select 
candidates for their authorized positions 


$. How many reports officers are currently on-board, and where are they located? 


Response: 


The FRE has allocated 124 bitelugence Analyste, 44 at HO and 80 in the field, to 
perform the reports officer function Twenty-three reports officers are currently 
on-board in the field offices, and 17 more are in the hackeround investigation 
process. The remaining field positions will be lled from applicants ta the FBI's. 
current Intelligence Analyst posting. 


19, A one-year infusion of analysts - constituting a 75 percent increase over the current 
level of analysts - is significant. Please provide a description of your concrete plans for how 
these analysts will be allocated between headquarters and the field? 


Response: 


; The FBI plans toutilize the new analyst positions m each programas follows: 


Counterterronsm: Al]: 134 to the Reid and 277 at headquarters 
Counternteligence. 178: 105 to the held and 73 at headquarters 


Crimmat: 214: 170 to the field and 44 at headquarters 
Cyber is: Ttathe held and 7 at headquarters 


Total 817 
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13. Haw will these analysts will be utilized (counterterrorism, counterin telligence, 
erimioal, cyber) both in the field and at headquarters? What is the allocation of these new 
analysis between and all-source, case support, and reports functions? 


The mteligence analyst pesition consists of three work roles: reports officer, 


aperahons specialist, and all-source analyst. Another position, that of financial 
analyst, may involve mtellgence or other analysis, Currently, the breakdown is as 


follows 
Counterlerronsmi: 196 Operations Soscialists 


65 Reports Orficers 
149 All-Source Analysts 


Countenntelhgence: 132 Operatrons Specialists 
46 All-Source Analysts 


i75 Af-Source Analvats 
9 Reports Officers 
30 Fmancial Analysts 


Criminal: 


Cyber. 14 All-Source Analysts 


12. What training resources are in place to ensure all these new analysts receive 
appropriate and timely intelligence analysis training? 


Response: 


Ail Intelligence Analysts new to the FBI or new to the analyst position attend the 
CAS Basie Intelligence Analyst (BLA) course. Tins course is currently being 
revised to incorporate a number of core mielhgence learmmng objectives identified 
by the O1. The FBI has engaged s number of subject matter experts in intelligence 
analytic tradecraft to work in a collaborate effort with the Ol and the Training 
and Development Division to make a mumiber of important course improvements 
im the Basic Analyst Course, which will he renamed the Analytic Cadre 
Educational Strategy (ACES TR. As a result of Congressional funding to support 
PRI Intelligence Analysis Training, a number of findamental intelligence analysis 
tramung modules that are now used within the USIC will be adopted for inclusion 
in FBI analyst trang. The FBI's strategy includes the use of experienced 
contractors to help ulentify relevant courses, subject matter experts for trang 
delivery, and a "train the trainer” approach to help build a cadre of effective 
intelligence analysis mstructors withyn the FBI. 
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PBL intelligence Analysts will also have developmental opportunities throughout 
their careers, Including teoyporary assignments in different functional areas arid 
supplemental traimag offered throughout the USIC, mehidin © training offered by 
other law enforcement agencies, private vendors, and academic insitutions. The 
Human Talent for Intelhgence Productioa CONGPS articulates the plans for 
career progression in thres tracks (generalist, specialist, and manager), and 
estabishes a Samework for Intelligence Analyst career development and traming 
The Human Talent Development plan also includes the development of a higher- 
level speciabzed intelligence analysis course known as ACES IL which will 
enhance the knowledge, skills, and abilities of the intelligence analyst workforce. 


13. Lt has come to the Committee's attention that the FBI no longer requires new analysts 
to have a bachelor’s degree from an accredited college or university. While such a degree 
may net guarantee analytical success, some would say it demonstrates a commitment to 
learning, familiarity with research and analytical methods, and writing skills. What was 
the rationals tir eliminating this requirement? 


Response: 


The FBI will waive the college degree requirement for thase who have 

intelligence expsnence. We made thai decision because we did not want to 
artificrally limnt our ability to hire experienced former military or law-enforcement 
mtelligence professionals who could bring great benefit to our intelligence 
program, but might not possess a college degree. We at the FBI agree that a 
callege degree brags much to our intelligence program; we also beheve 
intelhgence experience brmgs much to our mteliigence program. Our introduction 
of the waiver was designed to ensure we could balance experience with education. 
We have hired approximately 75 analysts in this fiscal year, and have not yet 
exercised 3 waiver, 


14. Does the elimination of this requirement exacerbate the FBI's ongoing analytical legacy 
problera across field offices, where many individuals not having a bachelor degree were 
promoted into analytical positions? 


Response: 


No, the degree waiver is only for those individuals who have specific intelligence 
experience and expertise. All new analysts will have either a degree or 
demonstrated mtelligence sxpenence, and many new hires may have both The 
new analysts will work with the FBI's expenenced analytical! cadre, creating a 
formidable team working to fulfill the FB!'s mission With respect to the fleld 
office infelhgence analyst workforce, the FBI is ina unique position, iG 
cemipansou with the rest of the USIC, to attract thease highly qualified candidates 


throughout the country who de not wish to move to the Washington, D.C, 
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mistropolitan area to take a positian in a USIC agency. This advantage has been 
confirmed by a review of the thousands of applications recéived thug far fom 
candidates for field office positions. Recent changes to FBI personnel pelicy also 
now enable FRI field offices to hire or promote qualified intelligence analysts to 
the GS-14 non-supervisory pay grade, as has been possible for FBINO intelligence 
arlalysts. . 


13. If your competitors for human resources within the U.S. Intelligence Community are 
requiring graduate degrees for intelligence analysts, will they not be better positioned to 
attract and retaiu a higher caliber of analyst? 


Response: 


No, all new analysts will either have a degree or dermonstrated intelli gence 
expemence, and many new hires may have both. As discussed further in the 
previous response, the FBI 1s in @ unique position, in comparison wrth the rest of 
the USIC, to attract those highly qualified candidates throughout the country wha 
do not wish to move to the Washington, D C. metropolitan area to take a position 
ina USIC agency. 


The FRI is seeking ways, through pay flexibilies and other means, to recruit and 
retain world-class professionals as Intelligence Analysts. 


16. A recent FBI intelligence analyst job posting instructed candidates to "identify the 
program area of interest...however, this does not guarantee placement in the particular 
prograw...." The program areas af interest are counterintelligence (CI), counterterrorism 
(CT), criminal and eyber. [s the FBI recruiting as intelligence analyst generalists, 
specialists, or both? 


Response: 


Our mieikgence analyst development program calls for all intelligencs analysts 
Joining ths FBI to learn the basics of al} analytic work roles: operations spectalist, 
reports officer, and all-source analyst. At the mtermeduate level, analysts wil 
pursue one of three carser tracks: 1} continued deliberate extension of general 
knowledge, 2} deliberate deepening of specific target and work role expertise: and 
3) deliberate development af expertiss in managing the work of intelligence 
analysts. This approach allows for the development of target experts, work role 
experts, and managerial experts, all of which ars needed for our analyst program 
to be successful Our analysts must be deployed agauist our ‘nation’s intelligence 
prionnes. That requires us to balance the development of experts and the 
development of ulity players who can be deployed agaist emerging threats. Th: 
Ol has the responsibility to ensure that the nght shall and expertise balance exists 
mits analytic workforce, and we believe our developrnent program provides 
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maximum flexibility in reaching and maintaining this balance. Hecause the 
analyst development program first teaches the basic tools of intelligence analysis, 
analysts will be able to apply these tools to new targets quickly and effectively, 
allowing us te méuntain thes balance as the threat to our national security evolves. 
17. What does the FBI believe the appropriate mix of analytical specialists and generalists 
muy be? 


Response: 


Ai FBIHQ, approximately 60% of the intelligence analysts should be specialists 
and approximately 40% generalists. (n the field offices, the mix of specialists and 
generalists ig highly dependent on the threat environment, and the size, staffing, 
and organizanonal structure of the particular field office. The need for specialists 
and Senerahsts varies depending on she functions that each entity within the 
organization performs. Program managers routinely reassess each organizational’ 
fisncthonal area and redirect resources as needed Recruitment efforts may de. 
adjusted to reflect changes in managers’ assessments of program needs and the 
threat environment. 


18. Does the FRI believe that intelligence analysis are interchangeable, that is, that a 
criminal inteHigence analyst working organized crime can perform the same expert 
analytical funetion at the same level as a counterterrorism analyst working Ai Qaeda? 


Response: 


No. As discussed further in respense ta Question 14, the FBI's intelligence 
analyst development program calls for allanteligence analysts joming the FBI to 
lvam the basics of all analytic work roles {operations specialist, reports officer, 
and all-source analyst) and to pursue ane of three career tracks at the intermediate 
level (continued deliberate extension of general knowledge, deliberate deepening 
of specific target and work role expertise, and deliberate development of expertise 
in mansemnse the work of intelligence analysts) Please see our answer above for 
additional details concerrung our analyst development program. 


18. Does the FBI believe that its Special Agents are tts best analysts? 

Response: 
Roth Agents and support analysts mherently perform analysis ag they work to 
accomplish the FBI's mission. Agents and analysts routinely work in tandem, 
each performing fictions im the areas for which they are trained and have 
devsioped expertise. Asabysisos a skill that must be demonstrated by both 


postions: The mvestigative work performed by Special Agents inberently 


at 


WESC. BRQ..#83 00 | ooo004698 


Stato 


ynchides analysis of the strength of evidence, the identification of logical 
uivestigative leads, 7 many other acu ities that require the evaluation of the 
uiformation collected 


2%. How many analysts kas the FBI detailed to the Terrorist Threat Integration Center 
(TTR)? 


Of the 68 FBi personnel allocated to TTIC, most are analysts The breakout 
follows. 


41 Intelhgence Analysts 

} Supervisory Techmical Information Spe cial 
14 Techrucal information Specialists 

4 Special Agents 

5. Other Supyort Persemnel 


tr 
rt 


21. What is'the division of labor between FRI counterterrorism analysts assigned to TTIC 
and FBI counterterrorism analysts who remain at FBI Headquarters? 


Respense: 


The FBI's CTD has three core responsibilities: 1) managing CT operations within 


the Unuted States to detect, disrupt, and prevent terrorisi activities; 2) conducting 
analysis to support its own operations, and 3) producing and dissenunating 


witelh gence reports resulting from these operations to all federal CT elements and, 


aS appropriate, state and local law enforcement officials. 


FBI analysts within CTD exploit avaslable mtelligence and information to dnve 
EBL CT operations that will lead to the identrfication and disruption of tecronst 
actiwities. The FBiis-also responsible for analyzing law enforcement and 
investigative mnformation which has been determmed to have ne connection to 
intemational terrorism (such as mformation exclusively about neo-Nazi 


hee 


orgaruzations or animal “hberation” groups). 


TTIC has the authority to tack collection and analysis from USIC agencies, 
including the FBI. The analytic work conducted at TTIC creates products that 
inform each of TTIC’s partner elements, as well as other federal departments and 


agencies, as appropriate These products are developed collaboratively among ell 


of these elements, prineypally through their assignees physically jecated at the 
TTIC facilcy, bat also workmg close.y with their headquarters elements. 


22. For how long are analysts detailed to the TTIC? 


Response: 


dnd 
te 
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Assignments fo TTIC are generally two years in length; however, either shorter or 
ionger tours can be negohated between FBD and the Director of TTIC. 


23. Are there any analytical redundancies or planned competitive analyses being 
conducted by these two groups? Ifso, please explain the plan to ensure that potentially 
competing analytical conclusions are briefed to consumers. 


Response: 


"Competitive analysis" has for decades been a comerstone of Umted States 
intelligence analytic efforts and the best way to guarantee that decision makers get 
the most accurate possible overall picture. We are still in the process of building a 
program that will permut this level of analysis 


24. How do FBI counterterrorism analysts assigned to the TTIC interact with 
counterterrorism professionals within the Director of Central Eutelligence's (DCD 
Counterterrorism Center? 


Response: 


While TTIC has primary responsibility for terrorism threat analysis, the CTC has 
primary responsibility for ail other intemational terrorism analysis (e.g. , terrorism. 
that does net impact on U.S. interests overseas) For example, CTC anal ysis 
might focus on terrorist weapons programs, tactics, and logistics capabilities; 
terransm financing; and worldwide terrorism cooperation. To the extent these 
issues require coordination with TTIC, FBI analysts assigned to TTIC will interact 
with the appropriate CTC analysts. 


25. Does the FBI have any analysts assigned to work with the Department of Homeland 
Security's (DHS) Information Analysis and Infrastructure Protection (IATP) Division? 


Response: 


‘There are no FBI intelligence analysts physically assigned to the DHS Information 
Analysis and Infrastructure Protection (IA/IP) Division FBI intelligence analysts 
do, however, coordimate and exchange mformation with DRS LAAP analvats daily 
in terrorism-related matters of mutual interést. 


26. With respect to the GS-132 (intelligence analyst} series of employee, what is the FBI's 
historical (going back 15 years) attrition rates? Are exit interviews conducted with 
inteHigence analysts whe depart the FBI? Ifso, what do the aggregate results of these 
interviews indicate regarding the reasons FBI analysts depart? 


Response: 
32 
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Spacific exit mterviews are net conducted with intelligence analysts who depart 
the FRI, However, exit interviews and questionnaires are-provided to all 
employees separating from the FBL Some employees provide reasons for their 
departures; others do not. This information is not required The table below 
provides available attrizon information for the intelligence analyst position with 
respect 10 the past 16 years, with Fiscal Year 2004 figures through 3/24/04 
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The information below for the years Z001 to the present depicts the reasons for 


separation, when available. 


46 yntelligence analysts were hired in FY 2001; 26 separated from the FB] in FY 


2001, Of those 26 employees: 


10{38%%) Retired 
6 (23%) Accepted employment with another government agency 
25%) Removed from the FBI 
& (31%) Separatéd for other réasoris (personal, full-tome parent, health, ete} 
; 2 Ae) > } 
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68 intelhgence analysts obfamed other positions within the PRI and separated 
from the 0132 (Intelligence) Senes in FY 2001. 


98 intelligence analysts were hured in FY 2002, 42 separated from the FBI in PY 
2002. Of those 42 employees: 


16 (38%) Renred 
: (24%) Accepted employment with ancther government agency 
(2%) Removed from the FRI 
‘5 4 6%) Separated for other reasons (personal, full-time parent, health, etc.) 


61 inielhgence analysts obtained other pesttions within the FBI and separated 
from the D132 > (intelig sence) Senes in FY 2002. 


205 10 Helle gence analysts were hired in FY 2003, 67 separated from the F Blin FY 
2003 Of thase 67 employers 


a 


15 (22%) Retired 
27 (40%) Accepted employment with another government agency 
4(6%) Removed from the FBI 
3 (5%) Passed away 
1(2%4y Accepted into New Agents Chass 
17 (25%) Separated for other reasons (personal, full-time parent, health, etc.) 


14 intelligence analysts were migrated to DHS m March of 2003 pursuant to 
FBYVDHS reorganization. — 


4] intelligence analysts obtained other positions within the FBI and separated 
from the 0132 (Intelligence) Series m FY 2003. 


72 intelligence analysts were hired from 10/1/03 to present, 34 separated from the 
FBI from 1 G/1/03 io present. Of those 34 employees: 


412%) Retred 
10 (29%) Separated for other reasons (personal, full-time parent, health, etc.) 
19 (56%). Accepted employment with another government agency 

1 (39) Removed form the Fb! 
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POR elligence analysts have chtained other positions within the PBI and have 
separated from the 0132 (Intelligence) Senes from 10/1/03 to present. 


27. What percentage of FBI intelligence assets (operational assets, etc.) are vetted 
analytically? What role do FB] intelligence analysts and Special Agents play in the asset 
vetting process? Who makes the final judgment on the credibility and reliability of ar 
intelligence asset? How are differences (regarding source reliability and credibility) 
between case ageats who recruited a source and intelligence analysts who assess 
information reported from a source resolved? 


Respouse: 


Currently human source validation processes vary among the mayor mves tigalive, 
programs. For sxample, Cl program assets undergo a formal validation process 
modeled largely on the CIA’s processes Criminal informants and cooperating 
witnesses are subjected to suttability and relrability assessments pursuant to 
Resolution 18 of the Attormey General Guidelines (to include review by the 
Criminal Informant Review Commuttes) 


We are now formulating a standard set of processes and procedures across FBI 
programs for human source validation and vetting. It will build on best practices 
in our four investigative programs and establish a single set of standards and 
protocols for all FBI programs. The administration of that process will be 
iransferred to the OI for execution and monitoring once the standards and 
protocols are complete. The Office of Inspections is leading the FBIL-wide effort 
to formulate the asset vetting and vabdation standards and protocols. 


28. With respect to the Trilogy Project, are analysts now able to text search (with 
appropriate security controls) all communications into F ‘BI Headquarters fram FBI field 
offices and the U.S. Intelligence Community? 


fee iysts can conduct text searches currently using the Autotnated Case Support 
(ACS) system, but the process 18 cumbersome, The Virtual Case File VCP} 
technolo ey will enhance analysts’ ability to search both structured (Helded/tagged) 
and unstructured (free text} data with appropmate access coritrols. 


29. Has FBI Headquarters conducted inspections of its field offices to determine if they are 
uploading investigative/operational communications in a timely and accurate mauner for 
analytical exploitation? Ifse, what are the resulis of thuse inspections, with respect to this 
issue? 


Response: 


a 
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The Inspection Division conducted comprehensive reviews of the operations of 
twenty field divisions over the past year These reviews did not identify 
significant defloencies with respect to the entry of inveshgative miompation inte 
the PRI's system of records. Deficiencies were noted with respect te failures to 
timely record Teer cs for statishcal purposes 


Rowtine Sle reviews by feild office supervisory personne! are another way of 
determining whether standard records management procedures are being followed 
by mdrvidual agents and analysts. 


The Information Resources Division provides the Records Management Division 
(RMD) with a siatisheal chart which mdicates the munber of documents added to 
ACS and the number of these documents whase text has also been uploaded. 
Most offices are uploading between 80 and 100 percent of the document types thal 
are capable of being uploaded. This chart is aval to the field so that fieid 
managers can monitor their performance in addition to reiterating the importance 
of uploading documents into ACS While this report only tracks those documents 
which have been added to ACS as semals, and does not track documents which 
remain on FBI employees! computers, on disks, and im desk drawers, RMD is 
currently working on anew Records Pohcy Manual which, when compieted, wil 
be isgued and available to all employses. This manual will reiterate the 
importance of managing materials on mdividual computer drives and otherwise 
under Individual employee control, and of uploading these materials into the 
Bureau's systems of records. 


INTELLIGENCE DISSEMINATION AND THE INTELLIGENCE CYCLE 


{. In instances in which the U.S, Intelligence Community develops information indicating a 
terrorist threat to U.S. infrastracture, how is that information shared with the FRI? What 
is the division of labor between the FBI and DHS with respect te notification of State and 
local Jaw enforcement and private sector owners of U.S. critical national infrastrneture? 


USIC terrorist threai information ts shaved with the FBI yn a variety of ways: 
jomtly staffed offices and projects, electromically transmitted and hard copy 

intelligence reparts and other products, and personal contact between intelligence 
counterparts. 


The FBI has responsibility for conumunicating terrorism information to state and 
local law enforcement arganiaations by using NLETS or by communicating 
through the NITTF to local ITTFs DHS is responsibis for communicating 
terrorism information te all state and local officials and appropriate private se 
organizations outside the law enforcement domamn. The FBI and DHS usstie jomt 
threat warnings ; 


Sclor 
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2. How does the interactian between the FBI and DRS take place with respect to such 
information? 


Response: 


Interaction between the FBI and DHS takes place on a mimberoflevels DHS 
representatives attend the FBI's Dai y Intelkgence Production Board meetings; 
DHS members are part. of the NTTTF at FSIHO; mtelligence components at 
FBIHO are in daily contact with DHS intelligence components to coordinate 
mielhigence reporting and analysis; and DHS component organizations have 
substantial representation m.the JTTFs m the field. 


e been developed specifically to convey threat information 


The Emergent Threat Intelligence/Information System. The Emergent Threat 
Intell:gence/Information system was developed primarily as ameans of 
operas between the DHS Homeland Security Operations Center and the 

I's CT Watch in our SIOC. This mterface occurs via several secure mediums, 
Bore telephone, facsimple transmission, and Secret Intemmet Protocol Router 
Network (SIPRNET) or Joint Worldwide Intelligence Communications System 
(JWICS) computer trangmisnon. Itis anticipated that future conununication will 
be processed (as allowed} via the IRIES (law enforcement sensitive) computer 
system. Examples of the types of mtefligence requests made through this system 
include name checks of persons of interest on incoming flights, majar 
developments m ongoing operations or investigations, and short notice wnite-ins 
or bomb threats. A conumuncation is deemed "emergent threat" when the request 
is time sensitive and a routine or forma! method of interagency notiieation would 
delay the transmission of potentially critical information, 


information reatiest ee been established to vaddeese’s specific ongoing | Or — lonigtetie 
intelligence or information requests. Utilizing this medram, DHS submuts a 
detailed request for specific information te the FBI CTD's Executive Staff at 
FBIHO After the mformation 1s properly vetted for case sensitive content, a 


response ss provided to DHS via the samme cable transmussion medium. 


Routme Intell:eence or information Routine intelligence or information is 
disseminated to DHS, the USIC, the law enforcement community, and ultimately 
the private sector via mtelligence bulletins that are issued weekly and as 

necessary The FSI currently ts working with DHS to provide a unified 
dissemination system. to prevent confiicting or duplicative messages An example 
of this jaunt effort 1s FBIHO’s Terronsm Watch and Warnma Unit, which provides 
a draft of the Weekly Intelligence Bulleun to DHS for input prior to publication, 
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3. How many State and local law enforcement officers have been granted Secret or Top 
Secret security clearances? 


Between September 11, 2001 and February 19, 2004, the Security Division 
received and processed the followmyg. 


State and Local Law Enforcement Exeoutives: 


* 2,707 security clearance requests received 
° 2,351 successfully processed 
. 269. open cases currently pending 


Jowt Terrorism Task Force Members’ 


. 1,589 requests for Top Secret Clearance 
" 1,414 successtully processed 
. 175 open cases currently pending 


4, What information thresholds and procedures do FBI Joint Yerrorism Task Forces 
(JTTE s} use when considering whether intelligeuce should be shared with State and local 
law enforcement officials, as well as with private sectar Information Sharing and 
Analytical Centers (SACs)? Do any written guidelines outlining the thresholds and 
procedures for dissemination of (sensitive but unclassified and classified) intelligence to 
state and focal law enforcement exist? 


In March 2004, FBINO issued written procedural guidance to all eld offices 
regarding intelligence reporting and dissemination with respect to ITTFs. This 
guidance specifically addressed the reistionship between the FIG and the ITTF in 
each field office. . 


The FIG will deploy to the JTTF a combination of the tollowing personne! 
depending on the structures of the organizations involved. one or more 
intelligence analysts in a Reports Officer role, one or more Special Agents, and/or 
a cleared, permanent FIG task force officer or analyst with a dedicated assignment 
of reporting raw, collected intelligence which meets specified reporting 
thresholds, This information is communicated ts CTD's TRRS for dissemunation 
te FBI mtelligence customers by CTD via an Intelligence Information Report 
(OR). FBINQ intelhgence analysts commumente and coordmate daily with DHS. 
DHS, whose component agencies participate im the JTTF anc/or FIG, is 
responsible for commiumicatimg terrorism auformation to all state and local 
officials and appropriate private sector organizations outside the law enforcement 
domain. 


4t 
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The FRI has drafted an Intelligence Inssenumation Policy Manual, which has been 
provided to the Department of Justice forreview The draft manual addresses 
comprehensive intelligence dissemraateon policy issues, such as dissermunation of 
classified and unciassified uttelligence to a broad range of customers, mcluding 
state, local, and tribal law enforcement officials 


The FBI is also im the final stages of preparing an Intalligence Requirements and 
Collection Management Handbook which addresses reporting thresholds-for state, 
local, and tribal law enforcement dissemination. 


5, Has the FBI conducted consumer surveys with State and local law enforcement 
personne! to determine their satisfaction with the FBI's dissemination? Lfso, what are the 
resulis? 


Response: 


The FBI is currently constructing a web-based customer survey for state and local 
law enforcement agencies to leam of their satisfaction level with information and 
wntelhgence disseminated by the FBI, Ths survey has not yet been distributed, but 
1s expected to be in the near future. This feedback report will be part of future 
field office pre-inspections to determmune satisfaction levels. 


OLEC reports that, during its two-year existence, the number of complaint calls 
from law enforcement personnel regarding information sharing by the FBT has 
steadily decreased. When OLEC personnel attend meetings with law 
enforcement, they are often told that there is an increase in cooperation and 
information sharme by the FBI. The Director’s Law Enforcement Advisory 
Group also reports that it's members have experenced # significant unprovement 
yn the level of cooperation and information sharing between the FBI and state and 
loval law enforcement. 


ORGANIZATIONAL CHANGES 


The Committee recognizes that the FBI has made substantial organizational changes as it 
reforms its approach to intelligence, to include the establishment of an Execative Assistant 
Director for Intelligence, an OL, Field Intelligence Groups, and an Office of Law 
Enforcement Coordination, among others. 


1. The FBI bas established Field Intelligence Groups (FIGs) at each of its 56 fleld offices. 
Who controls these resources on a daily basis, the jocal Special Agent in-Charge, the FBI 
Headguarters Office of Intelligence, or the Executive Assistant Director-Intelligence? 
Generally, who are the rating and reviewing officials for professionals serving in the FIG? 


he 
pa 
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Response: 


The Special Agent in Charge (SAC) or, in the case of the New York, Washington, 
and Los Angeles Ficid Office es, the Assistant Director in Charge (ATC), 18 
ultimately responsible for the daily operation of the Fics. 


Those assigned to the FiGs coordinate, manage, and perform intelligence 
fudetions Accordingly, they receive performance-ralated oversight and direction 
from che FIG chain of command. Special Agents assigned to the FIG are rated by 
the FIG Supervisory Special Agent (SSA). and reviewed by the Assistant Special 
Agent in Charge (ASAC) for a Analysts are rated by the FLG 
Supervisory inteliegence Analyst (STA} and reviewed by the FIG SSA. Ifa field 
office does not have an SIA, the SSA becomes the rating official for that office's 
analysts and the ASAC would then assume the role of the reviewing official 


2. How many FIGs have reports officers currently on board? 


As of 3/18/04, 49 of the FIGs have reports officers on board. There are currently 
58 active reports officers on board across these 49 field offices. The PBI has a 
funded staffing level of $1 reports officers for FBI ficld offices, and the selection 
and background investigation precyss to fill the 25 nnencumbered pasitions i¢ in 
progress In the fleld offices in which no reports officer is currently assigned, FBI 
analysts are performing the reports officer function and will continus to do so 

until reports officers are brought on. board 

3. Hew many reports officers are on board across the FBI (please include a breakdown by 


we 


field office and Headquarters}? 


Response: 


Tuere are 44 reports officers assigned to FRINQ; 24m CYD, Sin OF and 1) im 
the Counterintelligence Division. Currently 36 reports officers are on board ii 
field affices 


4, Do the FIGs have access to national intelligence, or any that which is collected locally 
by the FBI? What is the relationship between FIGs and analysis at FBI Headquarters? 


Response: 
Yes, FiGs have access to nationa. intelligence in a variety af ways, including 
haison wrth members of the USIC, est at shed networ rks W its the FBY's state, 
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jocal, and imbal partners, and through established communication and reporting of 
national intelligence matters to.and from FBIHQ. 


The FIG 1s the centralized intelligence component in each feld office responsible 
for the management, execution, and coordination of the intelligence function. As 
part of that finction, FiGs rowtinely communicate with analysis and other 
intethgence personnel at FBIHO to exchange pertinent intelh gence, to report raw 
intellgencs information, and to sharé other information deemed of national or 

egional significance In addition, FiGs report intelligence to FBINQ analysts and 
other intelligence personne! for dissernmation outside of the FBI, mcluding 
dissemination to members of the USIC and of the state, local, and tribal police 
comimmanities, 


§. What is the relationship between FIGs and other locally stationed representatives of the 
ULS. Intelligence Community? 


Response: 


Locally stahoned representatives of the USIC operate under the auspices of the. 
FIG in their mteractions with lecal FB{ Beld offices. In general, the FIG serves as 
the centralized intelligence cornponent that coordinates intelligence functions and. 
information shanng with representatives of the USIC. 


6. FBI publications indicate that these FIGs are structured differently based on the size of 
the field office. Is the size or type of field office positively correlated with the foreign 
intelligence or terrorist threat to the United States? 


Response: 


The size ofa field office is based on current and emerging national security 
threats, criminal threats, and demographic and geographic factors. Similarly, the 
size ofeach FIG is based on these same factors within the particular field office 
SFRCLUES 


7. How are these FIGs being utilized? 


Response: 


The FIG is used to centrally manage the FBI's intelligence fmctions in the field 
office and is responsible for the management, execution, and coordination of 
intelligence cycle functions (requirements; planning and direction; collection; 
processing and exploitation; analysis and production; and dissemimatien). 


Rd 
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8, How many FIGs are managed by analytical persennel? 
Response: 


The FiGs in the following four FBI field offices are managed by analytical 
personne! (namely SLAs} Charlotte, Cleveland, Denver, and Po or i“ mc 


§. Do the FiGs report directly to the Special Agent-in-Charge or the Assistant Directer-in- 
Charge? . 


Response: 


in. most field offices, the FIG is directly ps aie by an SS.A who reports to the 

ASAC of the Intelhgence Program. However, there are a few exceptions. In 
some of the FBYs larger field offices, the FIG 1s comprised of several squads. For 
example, in the New York Field Office the FIG consists of five squads. Each of 
the five squad supervisors reports directly to the ASAC for Intelkgence, who is 
subordinate to the SAC for CT, In the Los Angeles and Houston Field Offices, 
execuhve management created ¢ GS-15 Program Manager position to directly 
supervise intelligence operations These Program Managers report directly to 
their respective SACs. | 


10. Has the FBI conducted any assessments of whether the FIGs are producing intelligence 
results better than old organizational scheme, in which analysts were Integrated with 
investigaiive/operational squads? 


Response: 


The FIGs provide an independent intelligence requirements and collection 
function; supervise and oversee effective standards for the mtelligence analyst 
workforce; and provide planning and direction to all other parts of the rtelhgence 
cycle, Under the FIG concep’, intelligence analysts continue to be integrated, or 
interactive, with all squads, Resident Agencies, and Task Forces as necessary to 
TIGL the imtelligence analysis responsibilities articulated im the FBI's Intelligence 
CONOPS 


Several assessments are underway to evaluate Intelligence performance in the 
field offices Additionally, field office inspections now focus specifically on 
intelligence performances 


Li. Will all newly recruited analysts (hired as a result-of the ongoing initiative to hire 900 
analysts) allocated to the field be assigned to the FIGs? If so, does each of the FIGs have a 
plan of action as to how it will absorb, train, and deploy the analysts? Have these FIG 
plans been coordinated with the Headquarters Oftice of Intelligence? 
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Respoease: 
Not all new intelligence analyst positions will be allocated to field offices AH 
intelligence analysts who are.assigned to the. fieid will be admumistratively 


assigned toa FIG for performance oversight and management, 


New field office mspection standards intlude a review of the field af ifice’s plans 
for the azsessment and development of iis intelhgence analyst complement. The 
Ol worked with the Inspection Diviston to develop ths inspection ane The 
FiGs have been supplied with various CONGPS and other guidance to assist thens 
ml assigning, deploying, anc providing training epsartunities for intelhgence 
analysts. 


12. The FBI plans to collocate dlements of the Counterterrorisma Division with the 
interagency Terrorist Threat Integration Center and the DCI's Counterterrorism Center. 
Presumably this move is being made to integrate more closely US. counterterrorism 
activities. Is this a merger of equals? How will law enforcement equities be protected? 


Response: 


CTD, TTIC, and CTC are not merging. The FBI is collocating a portion of CTO 
in the buldmg occupied by TTIC, but these CTD elements will retain their 
identities, incliding their separate chain of command and reporting structures. 
CTC will also relocate a portion of vs organization to the same buildaay. The 
collocation will not adversely affect law enforcement equities, but is instead 
intended to improve operational coordmation, edharice interaction, facilitate 
imformation sharing, aml create a synergy among U.S. officials engaged m the war 
against terrorism. 


13. Precisely how will information and cases he managed so as to prevent, consistent with 
curreat U.S. law and regulation, foreign intelligence entities from Investigating or 
surveying U.S. citizens domestically? 


Response: 


The FRI CTD is not merging with the other agencies, bat will collocate with them 
to nmprove operational cooperation. Tus collocation will not result m the 
ereation of anew organization and the FBI will continue to conduct its achvities 
in accordance with all applicable legal guidelynes and intemal authonties. 


Nuamerous authorities impact the Bureau's investigative process and govern how 
the FBI manages information and eases. These mclude.the USA PATRIOT Act, 
the Atterney General Guidelines for FB: National Security Investigations and 

Foreign Intelugence Collection and Forergn Cl Investigations, and PISA. These 


= 
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authorities will remam in place after the collocation of the FBI’s CTD, the TTIC 
and the DCI’s CTC 


These authe onities and longstanding requirements with respect to the safeguarding 
of sensitive and classitied snformation Gneluding Executive Orders £2958, 12968, 
and 13292) as the conduct of CL activities (including Executive Order {2333} 
will ensure that improved coordmmation within the USIC does not have the adverse 
affect of ee the ability of foreign intelhgence entities to harm the interests 
ofthe United States or ris citizens. 


t4. Will the FBI retain its owa cadre of jatelligeace analysts, or will they all be 
iucorporated into another analytical entity within the new organization? 


Response: 


Yes, the FBI will retain rts own cadre of intelligence analysts, The collocation af 
three separate entities (TTIC, the DCPs CTC, and portions of the FBI's CTD) will 
nol create a new entity. Not all parts of CTD will be relocating to the new 
building, and those elements that are relocating will retain their distinctive 
operational responsibikties and authorities and will continue to report through 
their respective chains of command. As indicated above, the FBI's CTD has now, 
and will continue to have following the partial relocation, three core 
responsibshties: 1) managing CT aptentns within the United States tc detect, 
disrupt, and prevent terrorist activities; 2) conducting analysis to support its own 
aperations; and 3) producmeg and disseminating to all federal CT elements and, as 

appropriate, to state and Jocal law enforcentent officials, intelagence reports 
resulting from these operations. Therefore, mtelligence analysis will continue to 
be a critical element in CTD's organizational structure and operational capability, 
and they wil{ continue to support all three core CTD responsibihties 


15. Will such an organizational construct affect in any way the support the FBI's Couanter- 
terrorism Division provides to FBI field offices? 


Response: 


No. As mentioned previously, the collocation of the US$. Government's prmary 
CY entites 1m one budding is not creatmg a new agency or organizational 
construct, Relocation of a portion of the FBI's CTD will have no effect on 
FRIHQ's relatonsiap with the 36 FBI feld offices with respect to the support 
provided, the dissemination of intelligence, the coordination of cases, or other 
operatronal matters. 
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BUSINESS PROCESS CRANGES 


1, In testimony befors the Congress, the Director stated that the FBI has centralized 
management of counterterroriam and counteriateligence programs, Presumably, FBI 
Headquarters has long exercised managerial control ever eases opened, for the most part, 
out of the FBI's 56 field offices (the Office of Origin concept). Specifically, haw has the 
new céntralization initiative changed Headquarters oversight, influence over, and interest 
in counterterrorism aud counterintelligence cases and operations? Does the Office of 
Origin concept remain in place? 


The centralization of the FBI's national security programs applies more to 
program management than to mdividual case management. As discussed further 
below, oversight of dividual cases by FBIHQ has been and is still generally 
reserved for complex investigations thaf rely on multipis FBI Divisions. or 
multiple agencies, utilize sophisticated unvestigative techniques (requiring high 
level authomties), are highly sensiteve oc high profile, or require FISA authority or 
a Title IN court order. Centralization at the program level, rather than at the case 
level, has increased significantly because of the benefits mherent in such 
centralization. For example, a centrally controlled and managed CI program 
SRSULES: 


E. The commitment of adequate resources to support an effective national CI 
program and accountabtity among field managers; 


To 


A shaft in emphasis irom criminal and reactive to national secunty and 
proactive. 


a The pursuit of espionage prosecution when warranted and the use of other 
lawful neutralization techniques when espionage prosecution is not 
possible. 


4. A remvigorated asset recruntment. and validation program. 


5 A dynamic analytical process to assess and rank both foreign mtelligeace 
; jaf , ¥ Pi : Ss ber] 
threats and national CI priorbes. 


oo, 


Full access to the anchorities necessary for many of the investigative and 
operational techmaues used in CI cases, mcluding FBIHQ managers, the 
FB! Directer, the Attorney General, and the DC{, all of whom: are located 
in the Washington, D.C area. Unlike crnmminal cases, which typically rely 
an investigalive aulhonties avaiable io fesd offees because they are 
exercised by SACs, Unted States Attomeys, and the local federal 


ay 
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jucierary, in CI cages thess authorities have only moderate authonty. For 
example, the FISA requires that FISA matters be handied exclusively 
through the Foreign Intelligence Surveiliance Court located mm 
Washington, D.C. 


and 


‘The FBI's ability to respond appropriately to an adversary thatis very 
different from a traditional criminal defendant. For.example, in CI matters 
the adversary may be a foreign ustelhgence service that has a centrally 
controlled bureaucracy with a sirategy, plans, and budget, or it may be an 
intelligence service that operates asynumetrically fom amorphous 
collection platforms as well as through more traditional symmeincal 
means. Defeating and disrupting an organization hie the latter requires a 
compretiensive strategy and program plan Success would likely not result 
from a piece-meal approach, but would be possible based on an approach 
that incorporates robust centrally dnven strategic analysis as well as local 
tactical analysis. 


With respect specifically to mdividual case management, the Office of Ongin 
concept remains in place for CT mivestigations. The FBI has traditionally allowed 
SACs great latitude im all fecets of investigative strategy and categories, and SACs 
and their Seid agents still exercise overall operational and day-to-day control of 
the vast majority of individual cases. 


AS indicated above, incteased FB] oversight and centralization of indsvidual cases 
is somewhat more frequent now than in the past because more FBI mvestigative 
assets are focused-on CT and these cases more frequently mvolve multiple FBI 
Divisions and multiple agencies. Because individual ofhces may have a narrower 
view of the FBI’s overall CT program and a limited abihty to interface daily with 
the multitude of foreign and domestic organizations often involved in CT 
investigations, mecreased cedtrahzation allows FBIHQ to set, monitor, and adjust 
national pniomtiss and to coordinate information analysis and intelligence sharing 


In rare situations, FBIHO exercises operational control of an investigation counter 
to the desires of an SAC. In most cases this is because the overall strategic 
objective is different from the fteld division's objective. Operatronal 
determmmiations such as thus are normally discussed at length before 
implementation. 


2. How, if at all, has this centralization initiative shifted the relative balance of power 
between FBI Headquarters and Field Special Agents in-Charge? 
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Response 


‘The nationally managed and centrally driven CT and CI programs offer the benetit 
of consistent and focused guidance and direction SACs do, though, still retam 
contro! of their investigative assets, and any balance of power shift between 
FBIHOQ.and the field SACs required by a complex or multi-agency case is usually 
understood as appropriate and beneficial for the overall effectiveness of the 
Bureau. For example, while the Assistant Director for C1 clearly sets program 
parameters through the development of the CT strategy and program plans, SACs 
continus to exercise contral aver Held affice operations and SACs generally 
welcome CI program guidance and direction. — 


3. Consistent with legislative initiatives codified in the USA PATRIOT Act, the FBI has 
outlined a new investigative strategy for terrorism cases known as the Model Counter- 
terrorism [avestigative Strategy (MICIS). How exactly are criminal and national security 
cases integrated pursuant to this new strategy? How is this strategy being implemented at 
FBI Headquarters and in the field? 


Response: 


In the pasi, inveshgators would have focused solely on either intellygence 
coflection or criminal prosecution Recognizing that the long-term goai of an 
interational texronsm investigation is the development of intelligence regarding 
all aspects of the terrorist threat, the MCIS empowers field offices to utilize a 
variety of means, ranging from non-cnmunal measures fo prosecution, ta resolve a 
threat, but emphasizes the need to conduct intelhygence wvestigations m order to 
fully identely the nature and extent of the threat, iis perpetrators, and hakages to 
terrorist groups However, because of their nature, mtemational terrongm 
mvestigations are nationally managed by CTD under the MCIS to ensure that field 
offices coordinate with the appropnate CTD operahonal, analytical, reports 
dissemination, and operational support units dunng the course of each stage of an 
invesigation. 


4. Does this strategy incorporate domestic terrorism and international terrorism cases? 


Respouuse: 


The MCIS apphes only to International Terrorism mivestigations. Consequently, i 


dogs not address domestic terrorism investigahons, which are conducted pursuant 
to the Attomey General Guidelines on General Crimes. 
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ENABLING CHANGES 


1. Historically, there has been little in the way of formal career paths and development for 
both Special Agents and intelligence analysis who wished to spend their entire career 
working in the FBI's counterterrorism and counteriutelligence programs, What specific 
measures have been put into place to establish formal intelligence career paths for Special 
Agents and intelligence analysts? . 


Response: 


Analyst Career Tracks: The FBI has instituted an analyst career track that offers 
three different analyst career paths, After analysis reach a certain level of 
seniority (the GS-11 level}, they are asked if they are unterested im: (1) budding 
expertise in a specific program area (such as al Qaeda}; (2) gaining broader 
expertise that will prepare then to work ina broader number of program areas, or 
(3) working toward becoming a supervisor or manager wn the Intelligence 
Program Traming and temporary asaignments appropriate to a particular track 
are first offered to analysts in that track. . 


Special Agent Career Tracks Traditionally, the Bureau has reenuited, trained, 
rewarded, and promoted its agents for law enforcement work. This approach was 
adequate so long as the Bureau's mission was percenved primanily as law 
enforcement. Now that inielhgence work has assumed a central role in the FBI's 
efforts to prevent terronsm, this approach is no longer adequate, Consequently, in 
March 2004 the FBI established a new career path for Special Agents designed 
with three objectives. First, the career path will give all FRI Agents expenence 
with intelligence and analysis. Second, the career path will provide an 

opportunity to develop specialized skills, experience, and aptitudes im one of four 
priority areas: (1} intelligence; (2) CT/CT; (3) eyber; or (4) criminal, Third, xt will 
make inteligence expertise and experience prerequisites for clevation {6 senior 
supervisory tanks. This plan will produce a cadre of Special Agents who are 
oroficient in the processes of intelligence collection, but who also have the law 
enforcement shalls and knowledge necessary to take arvantage of our integrated 
operations! approach. 


2. How many intelligence analytical personnel serve in the Senior Executive Service at the 
FBI? 
Response: 
The FBI has three Senor Executive Service positions classified in the 0132 series. 
We are developing formal mechanisms to prepare analytic personnel for entry into 


senior positions and working to-create additional executive posituons, both 
management and technical, to lead the FBI's Inteihgence program. 
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3. How many bitelligence analysts are employed as uen-managerial GS-15 personnel? 


Respouse: 


The FBi has many 0132 personnel af the GS-15 level, but they are currently all'in 
managerial positions. The FSI is-explormg mechanisms to establish non- 
supsrvisery GS-15 analyst positions. 


4. Can Special Agents in field offices be unwillingly reasstened from national security to 
criminal work at the behest of the local Special Agent-in-Charge? 


FRI Special Agents in Field Offices are assigned based on the FE1’s pnanties, the 
threat coviromment ip the Field Office's territory, and the Knowledge, skills, and 
abuties of the Speoial Agents available. SACs have the latitude to make 
assignments in the Fieid Office according te the needs af the FBL 


§. Are Career Boards now structured iy such a manner (having clearances and a “need te 
know") that allow them to review fully a Special Agent's of intelligence analyst's work. 


products for promotion consideration? 


Response: 
New promotion procedures were established for all FBI-0£32 Intelligence 
Analysts in December 2003 These procedures establish promotion boards to 
review an analyst's work products and demonstrated slalls to determine if'a 
promotion is mented, 


All career board members have the necessary clearances to review an employee's 
work product. The estabhshed procedures includé a provision to allow promotion 
assessment by a different means if'an employes's work products are extremely 
sensitive and review by promotion board members would be inappropnate. 


The Special Agent career boards are able te review alf necessary information in 
considenn2 promotions 


6. Specifically, what new training initiatives have been implemented and are in place that 
enhance new and experienced FBI employee training on intelligence matters? 


Response: 
Please see the response tO question 12 in the "Analysis and Intelhgence Cycis” 
sechon 
S$} 
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7. Do Special Agents train jointly with CIA Directorate of Operations Intelligence Officers 
regarding intelligence asset recruitment methodologies? If not, why? 


Response: 


FRI Special Agents do nol tram jointly with CLA Directorate of Operations 
Intelligence Officers regarding intelligence asset methodologies because of the 
difference in the two agencies’ missions the FBY mission incorporates law 
enforcement, whereas the CLA focuses only on intelligence. The PBI is warkrag 
with our partners in the USIC to develop a training curciculum that focuses on the 
Stalls and Knowledge needed by the FBI's Special Agents in this area. 


%. How and to what extent bas the FBI's College of Analytic Studies drawn on the 
experiences of other U.S. Intelligence Community analytical training groups, such as the 
CIA's Sherman Kent School, and the Joint Military Intelligence C ollege? 


Response: 


As a.result of the funding appropriated by Congress ieee to Support FBI 
Intelligence Analysis Training, a number of fundamental intelligence analysis 
tratning raodules that are now used within the USIC will be adopted for usé in FBI 
aualyst traning. The FBI's strategy includes the use of expenenced contractors to 
help identify relevant courses, subyect matter experts to provide training, and a 
“train the trainer" approach to help build a cadre of effective intelligence analysis 
instructors within the FBI. 


The CAS has drawn primarily on the expertise of thres USIC training and 
development organizations as it revises and enhances its analytic trating. 


Sherman Kent School. College representatives mitiated meetings with Tnstructors 
from the Sherman Kent School (SKS) in the Spring of 2002. After numerous 
meetings and discussions, instructors from the SKS developed two weeks of 
training for inclusion m the FBI's six-week BLA course Further, under the 
auspices of the College, numerous SKS courses were delivered to FRY analysts 
both at the Agency's facilty in Lake Fairfax, Virginia, and throughout various FBI 
field offices. The College continues a close working relationship with the SES 
and 1s in the process of mmbatng contract procedures to obtain the services af 
various contractors ongmally tured by the SES to deliver similar training to FBI 
analysts, 


Detense Intelligence Agency C allege aie enjoy a productive working 
elationship wath the Defense Intelligence Ageney (DIA}. A comprehensive 
practical exercise, onginally created by DIAL is included in the Colleg go's six-week 
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BIA course. In fact, DIA instractors are citen used to evaluate FBI analysts’ 
presentations at the. conclusion of the DIA exercise. 


Joint Miltary Intelligence College: Representatives from the College met 

aie nsively with staff from the Joint Military a ligence College (MIC) during 
the Spnng and Sumumer of 2002 and exaaumed JMIC's curncuhum te determine 
how it could be incorporated mia FBI analy e raimsg Both partes agreed that 
the best vehicle for taking advantage of the JMIC’s expertise would be the 
establishment of a “scholarship” program sitictetiy the FBI would send analysts to 
JMIC to obtain a Master of Science degreem Strategic Analysis, The FBI 
imutiated such a program during FY 2003 . 


9. By what performance criteria is the FBI assessing the outcomes of its new training 
initiatives? Have any studies been conducted? If so, what are the results? 


As indicated in earlier responses, intelhgence analysts’ basic and advanced 
tralming courses are being revised and smproved In the current basic intelligence 
tramneg module, students are afforded an opportunity ts complete Level | 
evaluations, ..¢., how they reacted to the striction, The evaluation results have 
revealed consistent student satisfacnon with the training they recerved 


Level 2 evaluahons, Le., learning impact as a result of the traming, are prmarily 
conducted via the practical appheation of learmng through class exercises, 
Students partivipate in numerous group exercises which provide them with 
opportumbes to apply the knowledge they have gained to real world situations. 
Thus level of evaluation is also being expanded dunng FY 2004 to mclude a 
comprehensive final exam at the conclusion of the six-week BLA course, 


The College has not had an opportunity to apply evaluations at Level 3. (behavior) 
or Level 4 (return to PBD) because of the evolution of intelligence analysis 
processes within the FBLitsslf, However, the College anticipates being able to 
umplement these tvo levels of evaluation mn FY 2005 with the benefit of Ol's 
CONOPS and supporting policies and procedures and thé development of the 
expanded basic analyst course (ACES I}. 


10. The FRI continues to update its information techaology in support of its mission. 
Numerous General Accounting Office and Department of Justice - Office of Inspector 
General studies have critiqued the lack of an overall enterprise architecture for the changes 
currently being made. Das the WBI developed an enterprise architecture for integrating the 
many ongoing information technology imprevement projects in which it is engaged? 
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Response: 


he FRI Trealizes the importance of an Baterprise Architecture (EA), and therefore 

s as established a formal EA program The FBI is aware of the criticisms made by 
x6 General Accounting Cffice (GAO) and the DC Inspector General, and agrees 

i appropnate corrective actlona must. be expedited. An BA policy statement 
that provides guidance and direction for the EA prograrn was approved in 
September? £003 and is hemg implemented. In addition, an FBY Enterprise 
Architecture Board (EAB) has been formalty established, with representation 
across the Bureau, to evaluate ae tecturally significant projects in order to 
erisure cormplance with standards and the information technology (IT) operating 
environment Architectural reviews have become ati integral part of the IT 
investment management process, and FBI procedures now require that all projects 
with a lifeume budget of over $10 millon be approved through the board aud 
signed by the Chief Information Officer (CIO) 


An IT Strategic Plan provides guidance for the EA staff's development ofa "To 
Be" architecture that enhances the FBI's IT support. The CIO has uutiated the 
development of 2 formal EA Steff to address: business/mission, application, 
imformation, infrastructure, and secunty. On March 19, 2004, the FRI awarded a 
contract for products that will acheve EA compliance with GAO's "management 
mutarity level three" in FY 2004 and with "maturity level four" in FY2005. The 
CIOs additionally developing policy that will require solution architects to be 
part of the team responsible for the design and development of FBI systems, 


11. When will the Trilogy's Virtual Case File (VCF) system be operational? 
ESPORSE: 


The Computer Sciences Corporation completed the replacement of FBI computer 
hardware on 4/28/04. The final phase of Tnlogy is upgrading of the FBI's case 

management software by converting from the ACS system to the VCF format. 
The FBI is currently working with the Science Applications International 
Corporation to determine what needs te be adjusted to meet the Director's 
completion deadline af the end of 2004. 


12, When the VCF is operational, will investigative/operational squads (consistent with 
appropriate security procedures) in the field be able to restrict an analyst's access to 
documents developed as a result of ongoing investigation and operation? 


Access controis on VCF-created inves sagative records are a component of the 
seounty model bemg implemented. These accass controls are defined both } Hy the 
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user's roie and the document level or type (such .as grand jury matemal). Legal 
restrictions on access and ‘estristions imposed by policy will be no greater than 
necessary to protect investigative integrity and will be developed wath a sensitrvnty 


to the umportance of full information in an analyst's efforts to “commect the dots." 


13. What is the status of the FBI's elecironic connectivity te the rest of the U.S. Intelligence 
Community? What information technology initiatives have been implemented to ensure 
more timely sharing of intelligence between the FBI and other entities of the U.S. 
Intelligence Community? 


Response: 


The PBI is connected to the rest of the USIC at the Top Secret SCI level via the 
new SCI Operational Network (SCION) The SCION project was initiated in 
September, 2001, and has met all schedule, budget, and performance 
requirements. SCION connects to the USIC (intelink) via the Metropolitan Area. 
Network and JWICS. SCION is the business tool for the FBI's Of, CT, and CY 
lee and has enabled FBIN'O CT and CI personne! to perform their duties 

e efficiently and effectively. Fer example, the FB{ uses SCION to contribute 
‘ President's Texrorist Threat Reports and TIRs. 


SCION 1s currently available to over 1000 users at FBIHO, and the FBI has 
initiated a pilot deployment project in the New York, Boston, and Kansas City 
held offices. As s Ending becomes available, SCION will be made avatlable to all 
PBI field offices. Limited access to Intelink 1s available im most field offices 
through the eBrs Intetligence Informanon System Network (USNET), though this 
access is accomplished through older and often madequate workstations located m 
small Sensitive Compartmented Information Facihties (SCIP) that are not 
aecessible to all Special Agents or analysts. An impediment to field expansion of 
fntelink 1s the lack of SCIF space for FIG and ITTF personnel. 


Access to the intelligence and homeland security cornmumities at the Secret level 
is provided via the Department of Defense SIPRNET, which provides the 
communications backbone to INTELINK-Secret. The FBI has established a small 
SIPRNET presence, but requirements for this access are increasing dramatically, 
including the need for INTBLINK-Secret access at each JTTF, IG, and Regional 
Countenntelligefice Working Group for each assigned Special Agent and analyst 
The FBI's goal is to provide SIPRNETYINTELINK Secret access through secure 
dynamic virtual private networks to all FBI workstations in the future. ie Anti- 
Drug Network ndes the SIPRNET communications backbone and provides 
termunals and aceess as a velucle for the domestic exchange of ‘otelhget ence on 
anti-drug efforts. 
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For the transmission of official information.to other agencies, the FBI has just 
muplemented its new FBI Automated Messagimg System (FAMS), which is based 
on the Defense Messaging System (DMS) and will provide writer-to-reaier secure: 
s-mazl toe both intemal and external users. The FB] is the first civilian agency to 
operate the classified DMS FAMS will permit on-lme niessage creation, review, 
and search capabilites to everyone connected ts FBINET, FAMS gives the FBI 
the capability of sending and receiving to any of the 40,000+ DMS and 
AUTODIN addresses. A TS/SCI version of FAMS x8 currently bei tested and 
wil] provide the same capability to everyoné on SCION er TSNET.. Within the 
government, DMS will replace AUTODIN and a diverse array of e-mail systerns 
Currently in use throughout the Department of Defense and the USIC, in its fina! 
form, DMS wil become the government's global secure e-mail system, providing 
certified interoperability for over 2 mellion crvihan and military users and 
permitting taulttumedia aitachments to messages and provide end-to-end security. 


The FBIis just begining to implement data mart programs as part of the 
Intelligence Community System for Information Sharing (ICSIS), and the first FBI 
TS/SCH1C Data Mart (CDM) 1s currently in development. The FBI will apply 
new security technology to deploy a Protection Level 3 Data Mart capabihty with 
discrehonary access controls and Publio Key Infrastructure certificates in support 
of closed Comumumntiss of Interest, which will permit secure sharing of our most 
sensitive data with trusted members of other agencies. Current FBI intelligence 
products (aitelligence bulletins and raw TIRs) are being published on FRI web 
sites connected to SIPRNET and WICS The FBI does not yet publish metadata 
with these products, but we are in the process of meeting this requirerdent. The 
EBL is also working with DOJ on interfaces between ICSIS and the Law 
Enforcement Information Sharing inihaiwe, and with the FBI's Criminal justice 
Information Services Division to mcrease the shanng of intelligence related 
information with state and Jucal officials. 


The FBI is alse investigating the use of sscure one-way transfers to move 
information between secunty domains and to permit all-source intelligence 
analysis, and the use of next-generation, community High Assurance Guards is 
beme planned to provide for the two-way transfér on critical imtelligence between 
secunty domains. Secure wireless connectvity and Virtual Pnvate Networks are 
also beng cousidered to improve access to intelligence by deployed personnel. 
The FBi is also starting to use on-line, desktop collaboration tools such as Info 
Work Spacs, which is the foundation for the Intelhgence Community 
Collaboration Portal to increase intellygence collaboration. 


+A 
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